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PREFACE

Welcome to the 2014 Edition of The Sedona Conference Database Principles
Addressing the Preservation and Production of Databases and Database Information in Civil
Litigation, another major publication of The Sedona Conference Working Group Series
(“WGS?). This document contains numerous changes from the 2011 public comment
version. The changes reflect the informal and formal suggestions and comments we received
in the past few years. In addition, the changes take into consideration the continued
evolution of law and best practices in the area over the past few years. The principles and
accompanying text have been revised to harmonize the enhanced understanding of the
technical, process, and legal issues that have emerged since publication for public comment.

The Sedona Conference Working Group on Electronic Document Retention and
Production (WG1) recognizes that disputes over the discovery of electronically stored
information in searchable data repositories are increasingly common in civil litigation. We
hope this publication will provide practice guidance and recommendations to both
requesting and producing parties and will simplify discovery in civil actions involving
databases and information derived from databases.

The Sedona Conference thanks the drafting team and all WG1 members whose
comments contributed to this publication. Special acknowledgement goes to David J.
Kessler, Catherine L. Muir and Chris H. Paskach who assumed leading roles in revising the
public comment version and resulting in the 2014 Edition. WG1 Steering Committee
Liaison Sherry B. Harris provided a fresh perspective and an independent review of the
publication. WG1 member Tim Hart provided thoughtful, substantive comments and
suggested revisions to the public comment version, many of which were extremely valuable
during the editing process.

We hope our efforts will be of immediate and practical assistance to judges, parties
in litigation and their lawyers and database management professionals. We continue to
welcome comments for consideration in future updates. If you wish to submit feedback,
please email us at info@sedonaconference.org.

Craig W. Weinlein
Executive Director

The Sedona Conference
September 2014
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EXECUTIVE OVERVIEW

The Sedona Conference Working Group on Electronic Document Retention and
Production has developed Principles addressing the preservation and production of
databases, The Sedona Conference Database Principles. In these Database Principles, we offer a
number of practical suggestions that we believe clarify the obligations of both requesting
and producing parties and simplify discovery in matters involving databases and
information derived from databases. We recognize that the specific facts of a litigation
matter, combined with the implementation of relevant databases likely will raise additional
retention and production issues not explicitly covered by these Database Principles. Even so,
we believe that the groundwork laid by the Database Principles will provide valuable
guidance to litigants facing novel issues of database retention and production.

It is important to set reasonable expectations for the production of database information,
and thus, an overarching theme of these Principles is that communication — between
database management professionals and the attorneys who are asking them to search and
export litigation-specific information, as well as between requesting and producing
attorneys — is critical when working with databases. Many common disputes about issues
such as the production format of data can be reduced or even eliminated through better
dialogue between litigants.' We also find that better communication naturally will reduce
“blunderbuss” requests for databases that typically encompass irrelevant or inappropriate
information, or the production of terabytes of useless, undifferentiated data.

Our Commentary is divided into three discrete sections. Following a brief
Introduction in Section I to databases and database theory, Section II addresses how The
Sedona Principles, which pertain to all forms of ESI, may be applied to discovery of
databases. Section III proposes six Principles that pertain specifically to databases and
provides commentary to support our recommendations.

As database technology continues to evolve, we acknowledge that The Sedona
Conference Database Principles will need to be revisited regularly to ensure that their
guidance remains topical. At the same time, we believe that the Database Principles lay a
foundation that will be valid both today and in the future for developing effective and
practical solutions in this sophisticated area of the law.

1 See The Sedona Conference Cooperation Proclamation, 10 SEDONA CONE J. 331 (2009 Supp.), available at
https://thesedonaconference.org/download-pub/3802.



176 THE SEDONA CONFERENCE DATABASE PRINCIPLES VoL. XV

THE SEDONA CONFERENCE DATABASE PRINCIPLES

The Sedona Conference Working Group on Electronic Document Retention and
Production (WG1) has been studying issues about the discovery of database information in
civil litigation and has developed the following Principles addressing the preservation and
production of databases, The Sedona Conference Database Principles.

1.  Scope of Discovery
Absent a specific showing of need, a requesting party is entitled only to database fields
that contain relevant information, and give context to such information, and not to
the entire database in which the information resides or the underlying database
application or database engine.

2. Accessibility and Proportionality
Due to differences in the way that information is stored or programmed into a
database, not all information in a database may be equally accessible, and parties
should therefore apply proportionality to each component of a database to determine
the marginal value of the information to the litigation and the marginal cost of
collecting and producing it.

3.  Use of Test Queries and Pilots
Parties should use objective information, such as that generated from test queries,
pilot projects, and interviews with persons with relevant knowledge to ascertain the
burden and benefits to collect and produce information stored in databases and to
reach consensus on the scope of discovery.

4.  Validation
A responding party should use reasonable measures to validate that its collection from
the database is both reasonably complete and did not inadvertently modify the ESI.

5. Data Authenticity and Admissibility
The proper validation of collection from a database does not automatically make the
substantive information stored in the database authentic, admissible or true. These are
separate issues that need to be analyzed by the appropriate decision makers.

6. Form of Production
The way in which a requesting party intends to use database information is an
important factor in determining an appropriate format of production.
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[. INTRODUCTION

Disputes over the discovery of information stored in databases are increasingly
common in civil litigation. Part of the reason is that more and more enterprise-level
information is being stored in searchable data repositories, rather than in discrete electronic
files. Another factor is that the diverse and complicated ways in which database information
can be stored has made it difficult to develop universal “best-practice” approaches to
requesting and producing information stored in databases. The procedures that work well
for simple systems may not make sense when applied to larger server-based systems.
Similarly, data retention policies vary widely for different types of databases, from very short
life-spans of data that can be measured in minutes or seconds to indefinite retention. (It is
not uncommon for databases to have no purge or delete routines).

A. How Do Databases Differ from Other ESI?

Successfully working in a discovery context with databases and the structured data
found in them requires a basic understanding of this form of electronically stored
information (“ESI”) as it functions in the ordinary course of business.

Databases® generally contain “structured data,” rather than “unstructured data.”
Structured data tends to have the following characteristics:

¢ Logical entities* are decomposed into their constituent data elements (known
as fields or records) at a highly granular level;

* Individual data elements are stored in specific assigned logical and physical
areas within a series of files (or a single fielded table or a text delimited file’);

¢ These data elements are linked to each other by internal mechanisms,
interpretable by the database software;

e These links or relationships may involve metadata elements stored within the
database, in addition to the data elements of the logical entity; and

*  Once properly assembled and formatted (e.g., in the form of a report),
structured data is often readily understandable.

For example, in the case of a simple invoice being stored in a relational database,
the logical entity “invoice” might consist of customer name, customer address, item
ordered, cost of item, etc. These data elements themselves consist of more granular data
elements. For example, customer name could be further decomposed into customer first
name, customer middle initial, and customer last name. Similarly, item ordered could be

2 The Sedona Conference Glossary: E-Discovery & Digital Information Management, (4th ed.), 15 SEDONA CONF. J. 305
(2014) (“The Sedona Glossary”), defines a database as: “A set of data elements consisting of at least one file, or of a group
of integrated files, usually stored in one location and made available to several users. ... Computer databases typically
contain aggregations of data records or files....”

3 The Sedona Glossary defines structured data as: “Data stored in a structured format, such as databases or data sets according to
specific form and content rules as defined by each field of the database.”

4 The Sedona Glossary defines logical entity as: “An abstraction of a real-world object or concept that is both independent and
unique. Conceptually, a logical entity is a noun, and its relationships to other entities are verbs. In a relational database,

a logical entity is represented as a table. Attributes of the entity are in columns of the table and instances of the entity are
in rows of the table. Examples of logical entities are employees of a company, products in a store's catalog, and patients’
medical histories."

5 The Sedona Glossary defines text delimited file as: “A common format for structured data exchange whereby a text file
contains fielded data where the fields are separated by a specific ASCII character and also usually contain a header line
that defines the fields contained in the file."
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decomposed into item description, SKU number, and price. These data elements are
commonly placed in structures called “tables,” which are used to organize the information,
as defined further below.

By contrast, “unstructured” data® tends to have the following characteristics:

*  “Stand-alone” ESI consisting of a self-contained file or document (examples
include MS Word, MS Excel, Adobe PDF, etc.);

*  Generally does not require any highly technical knowledge to understand or
use an individual file or document containing unstructured data; and

¢ Both the creation or selection of information to be included in the file or
document and the way that information is formatted for display are left to the
discretion of the creator of the file or document containing unstructured data.

Structured data may be found in contexts that you might otherwise expect to
contain unstructured data, such as email database systems’ or websites (e.g., Lotus Notes, or
WordPress). Conversely, unstructured data from time to time embedded in structured data
(e.g., a customer invoice might be stored in a database column as a .pdf file). Both of these
situations are outside the direct focus of this Commentary.

For structured data in a database, individual data elements or fields — each of
which needs be accessed separately for relevance — must be assembled and viewed in context
to be understood. Databases, however, impose strict rules that define how information can
be entered, stored, and retrieved. For example, a particular database might store a
customer’s name, John Q. Smith, as three discrete elements — first name (John), middle
initial (Q), and last name (Smith) — each in separate data fields. Unlike the unstructured
file, these separate elements must reference each other to be recalled and displayed as a
whole name. Each database may have its own unique rules for storing and recalling
elements of information. Additionally, different applications (even those written on the
same type of database system) may be designed differently and may store a whole name (for
example John Q. Smith) in a single field without dividing it further.

End-users commonly think of database information in terms of records they
query, retrieve, and view. Although a database record may be the closest intellectual analog
to a “document” within a database, records consist of separate data elements that may be
stored in a number of ways within a database, such as in multiple tables, or across multiple
databases. Thus, a “record” may not exist until actions by a user instruct the database
application to assemble specified fields for display. Accordingly, a database record is not
always an appropriate granular level of information to respond to a discovery request. At
various times, key information may be found in a single data field, in a record made up of a
set of selected fields, in a table containing a pool of records, or in a report that extracts
discrete fields of information from multiple tables. Thus the extraction of responsive
information from databases may often require specialized business or technical knowledge.

6 The Sedona Glossary defines unstructured data as: “[F]ree form data which either does not have a data structure or have a data
structure not easily readable by a computer without the use of a specific program designed to interpret the data; created
without limitations on formatting or content by the program with which it is being created. Examples include word processing
documents or slide presentations.”

7 Although the email message content itself is unstructured, emails are accompanied by metadata in assigned fields, including,
but not limited to, the sender, recipient, date, and time. The message content and metadata elements are stored together in an
email database system, comprising an email record. The email database system stores individual email records, imposing the
same storage format across all individual email records.
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For instance, using the simple example of the organized collection of customer
invoices, the customer “record” might be defined as a set of “fields,” composed of the

following fields:

FIRST NAME:
MIDDLE INITIAL:
LAST NAME:
STREET ADDRESS:
SUITE NUMBER:
CITY:

STATE:

Z1p CODE:
TELEPHONE NUMBER:
Fax NUMBER:
EMAIL ADDRESS:
COMMENTS:

Hundreds or thousands of such customer records may be stored in the database,
with the elements for each customer arranged in a data table or a set of data tables and sub-
tables, depending on the complexity of the database. A record from this database, showing
the information for a single customer, may appear to the user issuing a query to the
database as a collection of selected fields in a pre-determined format for that query, perhaps
as a mailing label with only the name and address, or perhaps as a complete dossier with the
contact information and a record of past transactions for that one customer derived from
related databases. In addition to requesting a record from this database through a query, a
user may ask for a report based on selected fields across many records, for instance the
names of all marketing contacts within a particular state, ordered numerically by zip code
and then alphabetically by last name.*

Databases systems tend to be highly unique and customized to support a specific
task or system owner. Thus, in addition to the context typically required to understand the
significance of a traditional document, the ability to fully understand the unstructured data
within a database requires knowledge of data relationships, what the information represents,
and how it was generated. Without this information, analyzing databases is akin to seeing a
thousand-piece jigsaw puzzle without an illustration that shows the final completed puzzle.
The jigsaw puzzle can be assembled, but only with great effort and with low efficiency.

B. Components of a Typical Database System

Database systems typically consist of the following elements:
Database application — a software program or programs, usually designed for a
specific purpose, and usually providing a ‘higher-level’ view of the data (often

through a graphical user interface) that conceals the complexity of data
decomposition and data location.

8  This description of a database with its structured data should be distinguished from the term “data compilation,” introduced
in the 1970 amendment to Rule 34 the Federal Rules of Civil Procedure, long before the advent of the desktop PC and off-
the-shelf database software. That term was intended to encompass all of what we think of today as “electronically stored
information,” and was occasionally used by courts interchangeably with the term “database,” even though the “records” in such
“databases” may have included unstructured data. See, e.g., Fauteck v. Montgomery Ward & Co., 91 ER.D. 393 (N.D. Ill. 1980)
(machine-readable employment records).
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Database engine — the software program that stores and retrieves data at a basic
level and interfaces between the applications and the database files. For example,
a database engine may enforce rules pertaining to data such as only allowing
storage of numbers in a telephone number field or ensuring that all invoices
pertain to a customer.

Set of structured tables or files — These contain the substantive data, often in a
vendor-specific format.

Confusion can arise when parties use the same terminology to describe all three
components of a database system.

The individual parts of a database system may themselves be composed of
multiple parts. A database engine may be composed of multiple software programs that
collectively provide core database functionality in a given hardware and operating system
environment. The database application may be composed of tens — or hundreds — of
individual programs. The database storage file that typically contains the information
relevant to a specific legal dispute may be a single file, but more commonly, it is composed
of multiple separate data storage files in multiple locations. Large storage systems may be
composed of hundreds of separate data files.

C. Assessing Relevance for Databases and Database Records

For the reasons given in section A. and B. above, the legal team often will require
the assistance of individuals with technical and business expertise in order to assess what
information within a database system is responsive to a particular matter. Although a
database system may contain relevant, even critical, information, it also may contain
information that is irrelevant or only tangentially related to the issues in a particular case.
For example, the financial accounting system used by a large company may contain
thousands of different data tables and tens of thousands of data fields. In most cases,
however, only the substantive information contained in a small number of tables or fields
will contain information of direct relevance to a legal dispute, unless the dispute relates
specifically to the design or performance of the system. Thus, working successfully with a
database system requires understanding how information is organized within a database and
the relevance of the various fields to the issues.

To identify the data that might be relevant in a particular matter, the legal team
must understand the core issues of the case, the facts that might prove or disprove liability,
and the factors that might be useful in establishing or refuting damages. Different types of
cases will require different types of information and will make use of database information
in different ways.

D. Preservation of Databases

A party is obligated to take reasonable steps to prevent the deletion or
modification of information in its possession, custody or control that it knows or
reasonably should know is relevant to pending or reasonably anticipated litigation. This
obligation applies to databases, but differs from preservation of unstructured ESI in a
number of important ways. Preservation of information contained in databases usually
requires expertise of database system or application administrators. For certain information
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in databases that is not overwritten (and is essentially aggregated) it is reasonable to preserve
the data “in place,” but for other dynamic data that is not stable it may not be technically
possible to preserve the data “in place.” For instance, if the data is volatile (subject to being
programmatically changed or deleted) or if the database system or application has enforced
retention periods that for technical reasons cannot be readily suspended or interrupted,
then it may be advisable to copy the specific responsive information to a separate secure
location in a manner that protects that responsive data. Because of the expense of
production, restoring, and interpreting backups from tape or disk, preservation by means of
backups should only be used in situations where there is no other reasonable means of
preservation. One thing that is consistent across databases and unstructured data is that
responding parties are only obligated to take steps to preserve the information that is
actually relevant to the matter and not all data within the database or in the data source.

E. Collecting and Producing Database Information

Differences in ways that database information and individual documents are
organized also require different approaches and tools in the traditional discovery tasks of
collection, review, and production. Unlike loose documents, database information does not
fit neatly into standard document collection protocols. It is in the interests of both
requesting and responding parties to avoid over-production of information. Other than
situations where a large portion of a given database is responsive, it may be best practice to
collect that responsive data by saving a copy of a subset of the database information to a
separate location, such as a specifically-designed table, a separate database, or a text
delimited file by means of a query or report. In some cases, a pre-existing (‘canned’) query
or report may exist that can be used for this purpose. In other cases, a custom-created query
or report will need to be used.’

Assuming that one can create a separate copy of a subset of relevant information
from the database, the format by which this will be produced should be considered. Unlike
text delimited files, a given database format will often not be readable by other software.
Therefore, both parties should communicate eatly about the format for production so that
the ESI is reasonably usable by the receiving party in accordance with Rule 34.

These uniqueness and customization issues preclude the use of generic ESI
collection tools to capture relevant information within a database. Consequently, the
process for understanding and retrieving the data from databases can require significant
“hands-on” involvement by the database managers as well as database users to educate the
legal team about the contents and structure of the database in question. This process is
often matter-specific and potentially labor-intensive.

Certain specific types of contextual information are commonly requested and
produced from databases. These include:

*  Field names, which may or may not help the requesting party understand the
contents of each field. Note that field names and field contents may not
necessarily be related, as in databases that have been in use for some time or
whose primary design objectives have changed.

9 Note that if a text delimited file is produced and the format does not have column headings, then it is also generally necessary
to produce metadata to explain the fields in the text file.
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o Field values and codes, which define any abbreviations stored in data fields.
Field codes, whether abbreviated or not, may require further context to convey
their meaning to a requesting party. For example, the code “SG” that is stored
in the Product Category field might require both translation to “Sporting
Goods” and a further description of what this term encompasses within the
organization. Field value translations and/or associated lookup tables may be
critical to understanding accurately the content of the data file, and a
responding party should provide this additional information if necessary.

*  Input constraints, that describe the allowable and/or expected values in a field.
Common examples of field input constraints include numeric-only limits,
state code abbreviations, and ZIP code validation. Understanding field
constraints can explain why the data has been standardized in a specific way.
Conversely, knowledge of these input constraints can make it easy to check a
data production for errors; abnormal field values in the production may
indicate that there were errors in process used to extract and prepare the data
for production.

*  Auto-filled fields, such as username or time stamps, are populated
automatically by the system and without human intervention. These fields
may be valuable validation tools in the ordinary course of business, as they are
unlikely to contain human data entry errors, and they may have similar value
in authenticating database information for possible evidentiary use. A
requesting party may find it valuable to request the identification of these
fields, along with the rules or programming logic used to populate them.

Information contained in databases may be the best source for establishing certain
facts in a legal dispute. Information stored in this format also may be useful, if not essential,
for analyses such as sorting, calculating, and linking to answer quantitative questions
presented in a case. In contrast, documents such as individual email messages and free-form
electronic word processing and presentation documents are not easily calculated or sorted
based on their content, though they may better answer certain qualitative (as opposed to
quantitative) questions than database information. Information extracted from databases is
often used by accounting or economics experts on behalf of litigants, who use the
quantitative conclusions of these analyses to support their legal positions.

E Potential Use of Database Information by a Requesting Party

An important consideration in how database information should be requested and
produced in civil litigation or regulatory discovery is the manner in which the requesting
party intends to use the information. Without such mutual understanding, databases and
database information may be produced in ways — even electronic, machine-readable
formats — that are not suitable for the requesting party’s needs. A requesting party may use
structured ESI in a variety of ways, including, but not limited to: (1) reviewing specific
historical transactions and records; (2) developing an archive of information that can be
queried as might have been done in the ordinary course of business; or (3) developing new
analyses of the information that are based on a current, not historical, understanding of the
data. The anticipated use of the data will drive the discussion regarding the most
appropriate production format for structured ESI from a database system.
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Reviewing historical information typically requires the simplest production format
of these three potential uses. If the parties are interested in discrete transactions or events, a
simple query or review of the data to isolate relevant records may be sufficient. A simple
example of this use would be querying a database for information regarding a specific
invoice. Depending on the volume of information required for this use, database
information can be produced in a number of different production formats, possibly even
those that do not preserve the fielded nature of the information. Simple “canned” reports
displaying the requested information may be adequate, and such reports sometimes can be
exported into standard electronic formatted files, such as Microsoft Excel, or Comma

Separated Value ((CSV).

However, developing an archive of relevant information that can be queried as might
have been done in the ordinary course of business may require a more elaborate production
format. For example, if the dispute involves all invoices and other interactions with a
particular customer, relevant information may include a large volume of invoices and other
accounting information, as well as standard reports that were generated or used by key players
in the dispute as the basis for decisions involving that customer. Sometimes, the requesting
party also may want to replicate standard reports that were used by the producing party, but
with altered parameters, such as generating reports based on quarterly instead of annual data.

For purposes of deciding a production format, one key consideration is whether
the requesting party will need to generate various alternative reports using a variety of
search parameters. If so, then it is likely that the requesting party will need to receive not
only the source data, but also a means to edit the “canned” reports, or create new
reports. However, when the relevant information is contained in only a few set reports, the
producing party may be in the best position to generate and produce the specific reports, to
the requesting party.

The need of a requesting party to develop new queries and reports to analyze the
data from an existing, and particularly legacy, database system can raise the greatest
challenges to identifying and implementing a useful production format for database
information. For example, when a requesting party has a legitimate need to develop an
independent analysis or show the significance of viewing the data in a certain way,
responsive data must be provided in a format that supports the legitimate intended use. As
such, the requesting party must make reasonable efforts to work with the responding party
to ensure that structured ESI extracted from a database is produced in an appropriate
reasonably usable format. This can be a complicated process for the producing party,
particularly if the requesting party seeks the underlying data in a format in which it
ordinarily has not been stored. When such situations arise, the parties should consider the
scope of the request and the cost and effort required to collect and produce the information
from the database in a reasonably usable format."

The data analysis undertaken by a requesting party can range from simple data
accumulations, such as total sales in a given time period, to complex time trending that
reveals specific patterns in the data. Often, the requesting party will need to create custom
reports or new tables to support these analyses. To ensure the accuracy of the underlying
source data on which these analyses are based, at times it may be necessary to produce
operational manuals, schematics, or other ancillary documentation that is required for the
requesting party to correctly assemble the data.

10 See, Database Principle 2, Accessibility and Proportionality.
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Creating new analyses of information contained in a database often expands a
discovery request beyond the immediate fields that contain the substantive information at
issue. For example, a call center application may have components that help manage the
workflow between the agents. This may include external logs that track who participated in
a particular call, how the call was processed, and its ultimate disposition. Even if the
responding party does not routinely look at all of this stored information, if there is a
question as to how the responding party managed its calls, then a requesting party may
reasonably want to analyze this data, including the internal system fields that are not visible
to the user that tie these disparate data elements together. Therefore, it is critical for the
parties to confer as to the scope and format of the information to be produced.

A final consideration with respect to the requesting party’s need to perform new
analyses on the structured ESI is the extent to which the requested information can be
introduced as substantive evidence in court. While the traditional approach for introducing
this type of electronic evidence is through a testifying expert, some testifying experts may
not be qualified to manipulate the underlying data to create the analysis that may form a
partial basis for their conclusions. Certain experts may instead work with one or more
technicians who serve as the interface between the data and the testifying expert. At this
time, there are no standard practices with respect to these data technicians, and it is unclear
to what extent their activities must be validated or whether they themselves must be
available to testify as fact or expert witnesses to meet the evidentiary requirements. Further,
such data processing has at times introduced questions regarding the accuracy and
admissibility of analyses, even though they are based on the original data produced in
discovery by an opponent.

G. Locating Specific Database Information through Queries

Counsel should adequately communicate with the information technologists,
database users, or other client representatives responsible for the database systems to
determine the most efficient way to locate the responsive data. Those who are responsible for
actually identifying relevant database information may need to rely on search tools,
particularly for ESI within a larger database or database system. Three basic types of tools are
available for this task: (1) built-in search functions relying upon an internal database index;
(2) search functions that search database content in real-time (non-indexed) searches; and (3)
third-party tools that develop their own indices or search existing data tables using alternate
search algorithms. However, it should be noted that the Information Technology (IT)
departments in many large organizations require that such third-party tools be
comprehensively tested before installation or use to ensure that data integrity and operational
functionality are not impaired. In such situations, the testing protocols can be quite rigorous
and time consuming, thus potentially affecting the practicality of this third option.

Database indices" can be used to speed up queries against database data. Because
database indices typically reference only a subset of the data fields that exist within a
database, parties may need to assess the value of using additional technology to conduct

p y g gy
broader searches that access more or additional information within a database. However,
such “database-crawling” tools can significantly impact the speed at which a database
processes transactions. In considering whether such supplemental measures are required, the
parties should weigh the likelihood that the search will provide useful additional

11 The Sedona Glossary defines index as: “Database fields used to categorize and organize records. Often user-defined, these fields
can be used for searching for and retrieving records.”
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information against the burden that this approach would place on the responding party,
both in terms of litigation costs and potential business disruption. This analysis can be very
fact-specific, and requires that the parties engage in an open and well-informed dialogue."

H. Databases and Database Information in a Third Party’s Custody or Control

It is common for companies to outsource some or even all of their IT functions to
third parties — including the storage and management of database information. For
example, many companies outsource their payroll function to another company that
maintains some, if not all, of the detailed information regarding payroll on their databases
and systems. In certain situations, information managed and maintained by these third
parties could become relevant in a legal dispute and fall under a legal hold. In addition,
while the substantive data sought by a requesting party may be deemed to be within the
responding party’s “possession, custody, and control,” there may be ancillary data or
metadata necessary for full understanding of the substantive data. Such information, like
field structures or metadata, may be in the hands of a vendor or service provider, requiring
a subpoena under Rule 45 to obtain. While the situation of potentially relevant data being
stored at a third party location outside the possession, custody, or control of a litigant is not
new or even limited to ESI, discovery of database information stored in a third-party
repository can involve a complex mix of competing rights and obligations that may require
court intervention to resolve.

When data is housed by third parties (e.g., “cloud computing”), it can complicate
the legal and technical issues related to data preservation and production. These issues are
beyond the scope of this Commentary, but some of the important issues to keep in mind are:

*  Whether a party can legally obtain requested database information from the
third party and the costs involved, which may be governed by the terms of a
service contract.

*  The extent to which the requested data may be co-located with data of other
non-parties, and the difficulty of extracting only the requested data.

*  The extent to which proprietary information, software, or equipment of the
third party is required to understand or use the requested data.

*  The extent to which the integrity or management of the data by the third
party is itself a relevant issue in the litigation.

*  Whether in any particular litigation, it is more appropriate or efficient to
request an opposing party to produce the data under Rule 34, or request a
third party to produce the data under Rule 45.

12 See, e.g., Soto v. Genentech, Inc., 2008 WL 4621832 (S.D. Fla. Oct. 17, 2008) (producing party failed to provide sufficiently
detailed information to support its burdensomeness argument as to the time and effort required to compile certain relevant
information stored in databases). See also, FDIC v. Brudnicki, No. 5:12-cv-00398-RS-GRJ, 2013 WL 2948098 (N.D. FL,
Panama City Division, June 14, 2013) (rejecting the argument that proposed database search protocol requiring parties to
collaborate in creating search terms was unduly burdensome and permitting modest cost-shifting consistent with traditional
paper cost-shifting).
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II. APPLICATION OF THE EXISTING SEDONA PRINCIPLES
TO DATABASES & DATABASE INFORMATION

Since 2003, The Sedona Principles: Best Practices Recommendations & Principles for
Addressing Electronic Document Production® has provided guidance to the legal community
for the preservation and production of all forms of ESI, including databases. In Section IIT
of this Commentary, we propose six new Database Principles that specifically address the
issues associated with databases and database information. However, discussion of how the
existing Sedona Principles (Second Edition, June 2007), particularly Principles 3, 5, 6 and
12, apply to the discovery of databases and database information is instructive.

A. Sedona Principle 3: The Early “Meet and Confer”

Parties should confer early in discovery regarding the preservation
and production of electronically stored information when these
matters are at issue in the litigation and seek to agree on the scope of
each party’s rights and responsibilities.

Sedona Principle 3 is especially applicable in the context of database discovery
because of the complicated technical and logistical questions raised by the storage of
information in database systems. Database discovery may entail some of the most expensive
and complex discovery in a litigation matter, and meaningful conversations between the
parties early in the litigation can substantially reduce confusion and waste of resources. It
may be in the best interest of the parties to meet and confer regarding the specific fields
that contain relevant information, and the specific exports and production format.

By addressing issues related to the preservation and production of information
stored in databases as eatly as possible, parties can resolve easier questions and make progress
on resolving more difficult ones. Sharing technical information also may benefit a
responding party by educating the requesting party as to what information exists. Such early
disclosure can help a responding party avoid wasting resources looking for data that does not
exist or that the requesting party does not actually intend to use. Similarly, early discussion
may identify specific cost or burden points that can be resolved relatively easily. For example,
an ongoing preservation'* would involve continually preserving every change to a dynamic
data field, can be time consuming, expensive, and may not be practical in certain database
systems. Advised of this, a requesting party may find that it needs only a single snapshot of
that information, sparing the responding party unnecessary preservation costs.

1. Redactions, Omitted Data Fields, and the Inadvertent Production of
Privileged and Other Protected Data

While a database that logs the use of electronic key cards for entrance into a
building is unlikely to contain any attorney-client communications or work-product
materials, some databases may contain granular information that requires special protection.
For example, a database may contain personally identifying information, such as Social
Security numbers, of the people using the key codes. Similarly, a database system that is
used to manage a work flow for creating and publishing promotional material may store

13 The Sedona Principles Addressing Electronic Document Production, (2d ed. 2007) https://thesedonaconference.org/download-
pub/81.

14 Ongoing preservation is not only of historical information that pertains to certain conditions, but also of any new information
coming into the system pertaining to those same conditions.
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comments from the in-house or retained legal counsel regarding the materials that fall
under the attorney-client privilege. Such privileged notations may be placed in discrete
“attorney notes” fields that could be isolated, or they could be mixed with non-privileged
comments in free-text data fields.”

Early conversations between counsel regarding the existence of protected database
information and how that database information should be treated can reduce costs and
burden on both sides. For example, both sides may agree that the responding party need
not disclose its employees” or third-parties’ Social Security numbers, thus sparing the
requesting party the need to set up complicated protective structures to comply with
privacy laws or regulations. However, that may not always be possible. Using the earlier
example of privileged communications that may be mixed with other free-form notes, the
requesting party still may seek production of this field, with any privileged communications
redacted and logged. Under such circumstances, the responding party may be required to
budget for and execute a review of the database content, creation of a database-specific
privilege log, and development of a protocol that clearly identifies the redaction of this
content without otherwise disturbing the integrity of the rest of the data being produced.

It is good practice to discuss the topic of redaction early in discovery in general,
and even more so with redaction of database information. Redaction of database
information can take two basic forms: (1) not producing a field of information; and (2)
overwriting some or all information in a data field so that the requesting party can see that
information had been stored in the field. Early discussion can yield agreement on the type
of redaction applied to protected information, such as replacing text with strings of
uncommon characters (e.g., “&” or “@”) to make it easy to find redacted information at
any point. Deferring this conversation until later in the discovery process complicates and
adds expense to the production of database information, as information may have to be
treated more than once to meet the protocol that is ultimately negotiated.

Another database production issue that benefits from early conversation is
the treatment of information that is inadvertently disclosed. Because
database information is not well suited for inclusion into most, possibly
not any, document review platforms, this information may not be
scrutinized as closely as the discrete electronic files and email messages that
make up the bulk of most ESI productions. As a result, the risk of
inadvertently producing protected personally identifiable information may
be higher in productions of database information than in production of
other forms of ESI. Accordingly, parties are well advised to discuss
protocols and consequences of producing or encountering inadvertently
produced database information, including stipulation to an appropriate
protective order. See, The Sedona Conference Commentary On Protection Of
Privileged ESI*

2. Use and Role of Consultants and Technology Partners

Discovery of database information differs in many respects from discovery of email
and file-based ESI, and data collection and review of databases are the two phases of the

15 See, e.g., Chen-Oster v. Goldman Sachs & Co., No. 10 Civ. 6950(AT)(JCF 2013 WL 3009489 (June 18 2013) (finding
information in data fields are communications subject to attorney-client privilege and denying motion to compel until
plaintiff could offer evidence of a waiver).

16 The Sedona Conference Commentary On Protection Of Privileged ESI (forthcoming 2014).
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discovery lifecycle that vary most dramatically. The technical and logistical nuances in
producing and receiving information extracted from databases create many opportunities
for errors in the process. Thus, responding parties and their counsel may wish to use
consultants and other technology partners to assist in preserving, extracting, analyzing, and
producing data from databases. Likewise, requesting parties may want to employ subject
matter experts to help analyze and understand the database information received in
discovery. Involving these consultants early in the litigation, at the meet-and-confer stage if
not before, can save all parties significant time and money, and help prevent
miscommunication and duplication of effort.

It must be noted that not all e-discovery consultants have the requisite
understanding of the technical aspects of database discovery, and parties should be careful
to ensure any potential consultants have the actual expertise to address and resolve the
database discovery issues present for the particular situation. For example, consultants and
technology partners used by the responding party should understand that standard forensic
collection practices may not be applicable to large enterprise databases and that separate
verification and validation procedures may be required for extracted data. Consultants for
receiving parties should be familiar with ways to review extracted database information.
Analyzing email messages and discrete electronic files typically involves a team (sometimes a
large team) of reviewers and takes place through a document review platform. Such review
and analytical tools, however, are a poor fit for the matrices of information found in tables
of extracted database information. Instead, review of this information may require
technically sophisticated analysts to query the data and extract the meaning of its
aggregated information.

Few, if any, industry standards exist to measure the competence of database
discovery experts and consultants. As always, when considering a potential technology
partner, parties should consider the qualifications of the partner, the cost, and the
defensibility of the solutions and processes that these experts suggest for the legal dispute.

3. Impact of Remote Jurisdiction and Location

While beyond the scope of these Principles, it is important to understand that
large enterprise-wide databases may pull data from multiple physical locations, including
data stored outside the United States. Moreover, some U.S. companies make substantial use
of databases that are stored entirely on computers outside the United States and are
available only through remote access. Either of these situations may require parties to
consider not only their respective needs in the immediate legal dispute, but also whether
laws of foreign jurisdictions will complicate or even bar the use of database information
outside the jurisdiction where the information is stored. Parties should discuss these issues
early on to understand the impact of these logistical and legal limitations. Additional
guidance may be found in The Sedona Conference Framework for Analysis of Cross-Border
Discovery Conflicts,"” published by The Sedona Conference Working Group 6 on
International Electronic Information Management, Discovery and Disclosure (WG6).

17 See, The Sedona Conference Framework for Analysis of Cross-Border Discovery Conflicts, (2008)
https://thesedonaconference.org/download-pub/67.
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B. Sedona Principle 5: Duty of Preservation

The obligation to preserve electronically stored information requires
reasonable and good faith efforts to retain information that may be
relevant to pending or threatened litigation. However, it is
unreasonable to expect parties to take every conceivable step to
preserve all potentially relevant electronically stored information."

Preservation of databases and database information can take place in a number of
ways; the database structure and nature of the data it holds likely will suggest an
appropriate procedure to ensure that potentially relevant data is not inadvertently altered or
destroyed. The mere fact that a database contains some relevant information does not
necessarily mean all information in the entire database must be placed under a legal hold.
Database analysis typically starts with the most granular or atomic level possible —
individual data fields — and uses relevance to guide the determination of whether
information in that field should be preserved pursuant to a legal hold.

When preservation involves saving the results of a custom query or report outside
the database, the specific query or report which was used to create the results also should be
preserved. If preservation is done ‘in place,’ it is good practice to save both the query and
report that was run, as well as a copy of the produced data.

1. Burden of Preservation

The burden of preserving a database may be relatively modest if the system
maintains all information that has been entered into it — i.e., the repository serves as a
permanent archive as well as a source of current information. In such cases, while the exact
state of the database may change over time due to the addition of new records and
information, there is less of a risk that information that existed at the time that a
preservation obligation arose will be lost. Similarly, if a company’s retention policy and
practice is to permanently retain in the database the ESI that is relevant to the claims and
defenses in the case, preservation in place may be an acceptable way to meet the
preservation obligation.

On the other hand, preserving database information may be more complicated
when it is stored in a system that purges database records and information on a routine
basis.” Just as some email servers may retain messages for short periods of time before
automatically deleting them, some transactional databases also remove records after their
information has become dated or is no longer required for ongoing operations. One
approach taken to preserve such transactional information is to retain archival or disaster
recovery media for the systems that capture and process the transactions. Unfortunately, this
broad preservation approach includes not only potentially relevant data, but also all of the
data on the system. In addition, storing historical data in this format can strain IT resources

18 For additional guidance, see also The Sedona Conference Commentary on Legal Holds: The Trigger & The Process, 11 SEDONA CONE
J. 265 (2010); The Sedona Conference Commentary on Proportionality in Electronic Discovery, 14 SEDONA CONE. J. 155 (2013).

19 JAY E. GRENIG & WiLLIAM C. GLEISNER, EDISCOVERY & DIGITAL EVIDENCE § 7.18 (2008) (finding that the scope and format
of preservation as it relates to structured data is not straightforward, as the data is generally composed not only of the
individual pieces of data, but also a method of interconnecting such data); Paul v. USIS Commercial Servs., Inc., 2007 WL
2727222, slip op. at *1 (D. Colo. Sept. 17, 2007) (court declines to shift $292,000 in preservation costs after the parties failed
to agree to narrow the scope of database discovery); see also Thomas Y. Allman, Managing Preservation Obligations After the
2006 Federal E-Discovery Amendments, 13 RICH. ]J. L. & TECH. 9, at § 46 (Spring 2007) (When data is automatically and
frequently overwritten, “preservation obligations can be difficult or impossible to execute.”).
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and disrupt business operations, as well as lead to substantial downstream costs when the
database must be recreated as part of the process of restoring information from archival or
disaster recovery media.”

In situations where a database lacks a permanent archival function or where there
is no reasonable way to interrupt the usual purge or deletion cycles in order to support data
preservation during the expected duration of the legal hold, preserving the relevant
information stored within the database may require exporting a copy of some or all of the
information to a more permanent storage medium. Tools that can accomplish this task
include data export functions (either to static data tables or to an alternate database
platform), special backups of the database (or of an appropriate portion of it), or by using
built-in or third-party report writing functionality to identify, organize, and output the
relevant information.”

2. Inventory and Default Retention Periods

Because of their complexity, databases often will require additional expertise
beyond that of a legal team familiar with working with other sources of ESI, such as email
messages and discrete files. In addition to understanding their databases and the
information stored in them, parties should also be familiar with how databases may interact
with one another and whether the information in the databases is permanent or transient —
i.e., is deleted or purged from the database after a set period of time or when specific
conditions are met.

Many databases are subject to update and modification as part of the normal
course of business. In addition, practical business considerations may prevent a party from
locking down data contained in a critical database. In such cases, it is critical that the party
develop an alternative way to preserve the relevant ESI. For example, if the prices or
product offerings of an online retailer is relevant to the claims or defenses of a case, and
preventing changes to the underlying pricing and product databases that control the
products available to customers would impose an undue burden on the retailer, the party
could preserve the relevant ESI outside the database in the manner described in B.1.
above.” The retailer should, however, take proactive steps to preserve such data if it
becomes reasonably apparent that time-sensitive information is likely to become relevant
to a legal dispute. Failure to take appropriate proactive steps has led to sanctions or adverse
inference instructions when potentially relevant data has been lost because a party’s normal
business practices for maintaining dynamic data sources led to the destruction of
potentially relevant database information after a legal hold obligation accrued.” In such
cases, responsive data can be preserved outside the database in the manner described in
Section B.

20 The Federal Rules Advisory Committee noted in 2005 that “many database programs automatically create, discard, or update
information” ... and “that suspending or interrupting these features can be prohibitively expensive and burdensome.” /2.
(internal citations omitted).

21 13 RicH. J.L. & TECH. 9, supra, at § 48 (proposing to battle the problem of preserving continuously changing data in on a
database by running and recording queries of the database at certain periods of time).

22 See, e.g., Playboy v. Welles, 60 F. Supp. 2d 1050 (S.D. Cal. 1999) (discussing factors to consider before ordering shutdown of
producing party’s online business to harvest potentially responsive ESI).

23 See, e.g., Linnen v. A.H. Robins Co., 1999 WL 462015 (Mass. Super. 1999) (adverse inference jury instruction appropriate
where responding party violated ex-parte order to preserve back-up tapes).
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Sedona Principle 6: Responsibilities of Responding Parties

Responding parties are best situated to evaluate the procedures,
methodologies, and technologies appropriate for preserving and
producing their own electronically stored information.

Parties Must Understand Important Database Characteristics

At a minimum, parties participating in the discovery of database information should
familiarize themselves with a number of basic database attributes so that they have adequate
knowledge and understanding to develop reasonable procedures for preserving and
producing information from these repositories.

Functional Purpose. What is the purpose of the database system? A
database may have field names that appear to indicate relevant
information, but the actual information stored in the system may be
completely different and irrelevant. Accounting systems, payroll, sales,
and operations systems are database systems commonly found in many
organizations. They may be critical to the ongoing company operations.
However, some or even all of these systems may not contain relevant
information. Understanding how data is used will help determine
whether or not the database in which it resides should be subject to a
litigation hold.

System/Business Owners. Who are the primary users of a database?
Who are the administrators who maintain the “plumbing” of a database?
These two groups, which may or may not overlap, together comprise the
witness pool most knowledgeable about these systems. Database
administrators/managers generally have the greatest knowledge of which
users have access to the data and which users can add or modify
information. Database users, on the other hand, can provide critical
information about the nature and value of the information in the
database that will identify whether the database is likely to be relevant.
These users can provide invaluable substantive information, such as
formatting inconsistencies, data anomalies (e.g., when a data field
becomes used in a new way and old information is not the same as new
information entered into the same field), and other functional
limitations.

Location. Parties should know the physical location of its databases and
understand how the data is managed. Because many databases are located
in remote server farms (e.g., co-location facilities) or even in different
countries, it is possible that the law of more than one jurisdiction may
apply to any database discovery that must take place. Database systems
also may be managed by third-party vendors whose proprietary database
management procedures are not necessarily known to, much less legally
under the custody and control of, a party.

Reports. Existing report templates or “canned reports” are a valuable and
low burden method for identifying and potentially producing database
information. Canned reports are particularly helpful when only a subset
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of the information in a database is potentially relevant. Knowing what
reports are available will help a party better understand the burden of
complying with database discovery requests. For example, it may be
possible to provide a requesting party with 80% of the database-stored
information it seeks through a canned report, with extraction of the
remaining information requiring a much greater effort. When presented
with this information, the requesting party may defer the remainder of
its request until it has a better sense of the actual relevance of this
information to the legal dispute. Canned reports themselves can often be
saved into database tables, providing a requesting party with validated,
reliable information that can be used as produced or as raw data for
further analysis.”

. Archival, Retention and Disaster Recovery Policies. Database systems
frequently archive historical data that has exceeded its useful life and has
no further business purpose. For example, online banking records often
fall into this category; transaction records may be available for a discrete
period of time before being archived and purged from the active
database. Data that has been archived may still be accessible if required,
although the burden of retrieving it is notably higher than when it was
active data within the database. It is critical that parties to a potential suit
know the extent to which database information is archived — and the
schedules by which active and archived information is ultimately purged
from a database system.

. Legacy Systems. In an infrastructure-upgrade project, it may be less
expensive for an organization to start fresh with a new database system
than to transfer all existing information from an old system. In such
cases, the “old” legacy database may be maintained or archived in case its
historical information is ever required. Legacy database systems are
frequently associated with accounting or operations systems that were
replaced, rather than upgraded. Orphaned legacy systems — databases or
systems with no identifiable users, custodians, or technical support — also
are common in merger or acquisition situations, when the corporate
information of one entity is no longer in active use. A party should be
able to identify what, if any, relevant legacy database systems exist within
its organization, as well as whether any relevant information in these
systems was ported to a newer, more readily available format.

2. The Responding Party Ordinarily Should Determine the Best and
Most Reasonable Way to Identify, Extract, and Produce Relevant
Data from Databases

A responding party, with the advice of its counsel, is responsible for determining a
reasonable method for identifying, preserving, extracting, and producing relevant data from

24 Producing reports from databases in lieu of production of the database itself is supported by Fed. R. Civ. P 34(b)(2)(C)(iii): “A
party need not produce the same electronically stored information in more than one form.” But at least one court has held
otherwise. Margel v. E.G.L. Gem Lab Ltd., 2008 WL 2224288, at *5 (S.D.N.Y. May 29, 2008) (“[I]t appears that EGL-USA’s
only objection is that the database is redundant of the information that has already been produced. I do not find that
objection to be persuasive in light of the fact that information maintained in an electronic database is necessarily in a form
that is not identical to a report prepared on the basis of that data and should, therefore, ordinarily be produced.”). The court
in Margel did not cite Rule 34 for this proposition, and instead cited a case that ordered a party “to produce paper and
electronic copies of same documents.”
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databases.” However, just as a driver of a car may need a mechanic to help understand
how the automobile’s engine or on-board computer works, a party may require additional
expertise to develop adequate procedures to identify and produce database information.
Normally, such expertise, whether through consultants, IT professionals, or other
specialists, serves as an adjunct to the responding party’s legal team. In highly disputed
situations, however, courts may choose a neutral third party, such as a special master, to
assist with this process.”

3. Parties Must Consider the Database as It Is, Not as It Could Be

Databases may be in service for extended periods of time, evolving with the needs
of the organizations that created them. However, older systems may be unwieldy or
inefficient when compared to current or newer database applications and installations. This
can lead to frustration (by all parties) with the functionality of a given database, and claims
by a responding party that certain requests for information stored in a database are unduly
burdensome. Requesting parties have challenged such claims of undue burden, arguing that
a responding party may not rely upon idiosyncrasies and limitations in its systems to
establish burden; parties may not “hide” behind a unique and burdensome data
management system which they created. However, absent evidence that a party has
purposefully designed its data systems to thwart discovery, such challenges are not
supported by Fed. R. Civ. P. 26(b)(2)(C)(iii) and its state analogs as those rules implicitly
hold that the requesting party finds the producing party’s database system as it is.

A number of courts have held that absent a statutory requirement to maintain
data in a specific manner or in the absence of a specific preservation obligation, a company
may maintain its corporate information in any manner it chooses, so long as its system is
not intentionally designed to frustrate discovery.” As a consequence, a requesting party
finds a producing party and its I'T systems as they are and not as they wish them to be.”®

This lack of explicit legal obligation does not mean that an organization should not
consider litigation discovery issues and potential costs when choosing or implementing a new
database. However, the organization is not required to design or implement its databases
around the potential for litigation. Virtually all databases include some design compromises
after balancing competing business and legal needs. Ensuring that the database can conduct
core-business functions in the ordinary course of business typically is a higher priority than
ensuring that the database has capabilities for the identification, collection, and production
of data that is potentially relevant and responsive to litigation. Such design decisions are
appropriate, as long as they are not made to frustrate legitimate discovery.

Not all courts have held that self-imposed idiosyncrasies of a litigant’s information
management systems that make it challenging or costly to extract information in response to

25 See In re Ford Motor Co., 345 F3d 1315 (11th Cir. 2003) (stating that the responding party’s choice to review database and
produce only those relevant portions was adequate discovery response absent specific evidence to the contrary).
26 Maggette v. BL Dev. Corp., 2010 WL 3522798 (N.D. Miss. Sept. 2, 2010) (inability of a party to retrieve relevant information
from one or more of its databases over the course of five years, required the appointment of a special master).
27 See Arthur Andersen LLP v. U.S., 544 U.S. 696, 704 (2005) (endorsing business practice of routine records destruction).
28  Jones v. Goord, 2002 WL 1007614 (S.D.N.Y. May 16, 2002) claim dismissed, Jones v. Goord, 435 F. Supp. 2d 221, 266
(S.D.N.Y. 2006).The court described the interconnected and interrelatedness of the data as follows:
[TThe databases in question are not simply collections of lists or numbers that can be easily extracted and correlated
with other numbers; rather, each of the requested databases has been constructed to support the interactions of
hundreds of concurrent users rather than to support the analytical activities of a few. Consequently, the databases
are integrally connected to a data system that comprises 25 separate but interdependent subsystems that each are
comprised of scores of programs, tens of databases and scores of screen and report formats. There are over 3,000
programs containing a total of 1,500,000 lines of program instructions.
Goord, 2002 WL 1007614, at *10 (internal quotations and citations omitted).



194 THE SEDONA CONFERENCE DATABASE PRINCIPLES VoL. XV

discovery requests are valid grounds for limiting discovery requests due to undue burden. In
this line of cases, courts have applied the general principle that a litigant ordinarily bears the
costs of collecting and producing relevant discoverable evidentiary materials, even if the
litigant’s discovery costs are unusually high due to the way that the responding party has
chosen to organize its business records.” But high costs should factor into the courts’ pro-
portionality analysis, unless the party purposely designed its data systems to thwart discovery.

When analyzing production difficulties due to limitations in a database design,
underlying database engine functionality, or data integrity, parties should consider a variety
of data production options to see which best meets the needs of both requesting and
producing parties. For example, it may be possible to extract and produce relevant data with
relatively modest burden if it is bundled with some amount of non-responsive database
information. In this circumstance, particularly if the responding party produces the data as
it has been kept in the ordinary course of business, such a production may satisfy the
responding party’s obligations, so long as the burden of extracting responsive data is roughly
equal for both parties.”

4. Direct Examination of Databases

Absent the parties specific agreement, a requesting party is rarely granted
permission to conduct a direct examination of a responding party’s database to view or
obtain information stored within it. As also noted in the commentary to Sedona Principle 6
above, most litigation discovery requests relate to a database’s content, not how it operates.
Allowing full access to a responding party’s database makes it difficult, if not impossible, to
prevent the requesting party from accessing irrelevant or privileged information; all data
fields in all database records are theoretically accessible. Direct access to a proprietary
database by a non-employee also may compromise the validation of the data in the
database, reducing the database’s reliability for both business and legal situations.

All this said, in certain civil litigation matters, responding parties have, in fact,
invited requesting parties to access one or more of their database systems as an alternative to
producing relevant information by exporting it or by cloning the database.” Typically, the
databases in these cases contain no personally identifiable information; for example, a
database of manufacturing information. Typically, too, the requesting party is often
supervised, either by a responding party representative or by a neutral third party. In some
cases, the requesting party has agreed not to directly access the system, instead directing an
employee of the responding party to enter queries and otherwise manipulate the system.
Finally, the requesting party usually must sign stringent confidentiality agreements to
prevent the inadvertent disclosure of any proprietary information (relevant or irrelevant)
that the requesting party may see when accessing the database.

29 See Static Control Components, Inc. v. Lexmark Int', 2006 WL 897218, at *4 (E.D. Ky. Apr. 5, 2006) (“The Federal Rules do
not permit Lexmark to hide behind its peculiar computer system as an excuse for not producing this information to SCC.”);
In re Brand Name Prescription Drugs Antitrust Litigation, 1995 WL 360526, at *2 (N.D. IlL. June 15, 1995) (Producing party
cannot shift discovery costs to class action plaintiligfs where “the costliness of the discovery procedure involved is ... a product of
the defendant’s record-keeping scheme over which the [plaintiffs have] no control.”); see also Dunn v. Midwestern Indemnity, 88
ER.D. 191, 197-98 (S.D. Ohio 1980); Kozlowski, PPA v. Sears, Roebuck and Co., 73 ER.D. 73, 76 (D. Mass. 1976).

30 It should be noted that a responding party is never obligated to produce non-relevant information. See, Section III. A.
Comment 1., infra.

31 See, e.g., OpenTV v. Liberate Tech., 219 ER.D. 474, 475 (N.D. Cal. 2003) (in software patent infringement suit, responding
party offers to grant requesting party access to its extensive source code database, but court orders parties to share cost of
data extraction).
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Direct access to a party’s database systems is disfavored and has been granted over
objection only in extraordinary circumstances. [ re Ford Motor Co.”” is a rare case that
discusses this issue directly in the context of database discovery. The plaintiff had requested
direct access to Ford’s databases to conduct queries for claims related to defective
seatbelts. However, the court held that “Rule 34(a) does not grant unrestricted, direct access
to a respondent’s database compilations. Instead, Rule 34(a) allows a requesting party to
inspect and copy the product — whether it be a document, disk, or other device — resulting
from the respondent’s translation of the data into a reasonably usable form.”” The court
further explained that Rule 34(a) contemplates that the responding party will search its own
records directly to produce the records, not that the requesting party directly searches the
data itself.’* The court held that while some kind of direct access might be permissible in
certain cases, this case was not one of them, because the plaintiff’s request was too broad in
scope and because the district court made no findings that Ford had failed to comply with
discovery requests.”

5. Documentation and Validation of Database Collections

When extracting data from databases for production, it is important to document,
test, and validate the procedures that are used. Well-documented data collection and
production procedures enable a responding party to demonstrate its good faith efforts to
accurately export and produce database information. The same documentation also makes
it possible to respond to any allegations of over- or under-collection of database
information.

6. Features and Limitations of the Technology and Tools that can be
Applied to Databases to Identify and Extract Relevant Information

Databases differ in the types of functions that are incorporated into them. For
example, some databases support open-ended free-form text fields; others impose much
shorter character length limitations on their data fields. All databases offer search query
functionality, but some database engines support deeper search functionality than others.
Still other database engines may offer powerful search features, but may index only the first
several hundred characters in a data field, making standard search queries unreliable when
applied to long, free-form data fields.

Responding parties have an obligation to understand the features — and
shortcomings — of the database engines that power their information repositories.
Understanding this technology is separate from the data content or system usage knowledge
required to explain the significance of database field names or how information was entered
into the structure. Indeed, different individuals within an organization typically have one,
but not both, of these distinct bodies of knowledge about its databases.

Understanding the limitations of a database also requires an understanding of
which external udilities — if any — can be used to add functionality to a database. For

32 In re Ford Motor Co., 345 E3d 1315, supra.

33 Id. at 1316-1317.

34 Id. at1317.

35 Id. See also Cummings v. General Motors Co., 2002 WL 32713320 (W.D. OKkla. June 18, 2002); Butler v. Kmart Corp., 2007
WL 2406982, at *3 (N.D. Miss. Aug. 20, 2007); but see Qualcomm, Inc. v. Broadcom Corp., 2007 WL 935617 (S.D. Cal.
Mar. 13, 2007) (to resolve discovery dispute over search terms applied to a proprietary Oracle database, the Court ordered the
responding party to provide the requesting party access to a full version of the database, including the same search capability
and client tools used by producing party engineers, along with a one-hour live training tutorial and written instructions on
how to use the search tools).
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example, the software that powers many enterprise-class databases may be relatively limited
in the ways that it can format information into reports. Instead, these database engines
allow close integration with third-party report generation tools. Because of the variety of
ways that a database can store its information, however, not all reporting or other enhanced
functionality tools will work with all databases or database systems.

A responding party may not be able to meet its database discovery obligations
without solid knowledge of these tools and their potential application to the party’s relevant
databases. Without this understanding, it is difficult for a responding party to fully
understand, much less articulate, the burden that a given discovery request imposes on it.
Moreover, a lack of this knowledge greatly limits a party’s ability to have comprehensive,
frank discussions about database discovery.

D. Sedona Principle 12: Form of Production and Metadata

Absent party agreement or court order specifying the form or forms
of production, production should be made in the form or forms in
which the information is ordinarily maintained or in a reasonably
usable form, taking into account the need to produce reasonably
accessible metadata that will enable the receiving party to have the
same ability to access, search, and display the information as the
producing party where appropriate or necessary in light of the nature
of the information and the needs of the case.

1. Mismatch of “Native Format” to Most Database Productions

Rule 34(b)(ii) and its state equivalents mandate that a responding party must
produce ESI in either the form or forms in which it is ordinarily maintained (sometimes
called “native format”) or in a reasonably useable form or forms.” However, “native format”
may not have as clear a meaning in a database context as it does for other forms of ESI.¥ In
fact, in many cases, a truly native format production of database information is less usable
to a requesting party than an alternative production format.

Database engines typically compact the information they store and index to reduce
storage requirements and speed information retrieval. Each database engine uses a different
proprietary format for the data files that make up the components the database uses to
properly function. For example, Microsoft Access often folds all database information into a
single . MDB format file. A Microsoft SQL Server database, on the other hand, is composed
of several types of files, including primary files (MDF), secondary files (NDF), and
transaction logs (.LDF). Other database engines use different structures and file types, and
few, if any, can read or process information stored in a different database engine’s format.

36 1In several instances, courts have held that databases should be produced in native format. See, e.g., In re NVMS, LLC, 2008 WL
4488963, at *1 (Bankr. M.D. Tenn. Mar. 21, 2008); Covad Commcns Co. v. Revonet, Inc., 258 ER.D. 5 (D.D.C. 2009).
Compare with Coguina Investments v. Rothstein, N. 10-60787-civ, 2012 WL 3202273 (S.D. FL, Aug. 3, 2012) (finding that
counsel should have produced a requested document in native format to preserve its original qualities but declining to award
sanctions) and /n re Facebook PPC Advertising Litigation, No. C09-03043 JF(HRL) 2011 WL 1324516, N.D. Cal, San Jose
Division, Apr. 6, 2011) (ordering parties to meet and confer regarding an alternative to producing a proprietary database storage
format when a PDF printout of the database did not show data fields, hence the database was not produced as it appears).

37 See, e.g., Bob Barker Co. v. Ferguson Safety Prods., 2006 WL 648674, at *4 (N.D. Cal. Mar. 9, 2006) (declining to order
production of financial services database responsive to discovery request because “it is unclear how a party could go about
producing ‘a database,” which ordinarily is a dynamic collection of data that changes over time”).
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A true “native” production of database information provides a copy of a database
that can be used only by someone possessing a licensed copy of the correct version of the
database engine software. Depending on the nature and age of the original database, such a
license may be difficult for a requesting party to obtain, if not practically impossible. An
additional disadvantage of producing a database in its “native format” is that internal
tracking may be difficult or impossible to turn off. Stated another way, this means that
merely opening a database may alter some of its validation values such that the authenticity
(and thus admissibility) of the database can no longer be established at the “native file” level.

While a true “native” production of database information may not be feasible or
desirable, some metadata — in the generic sense of the term, “information about
information” — is necessary for the production to make sense. This is a distinguishing
feature of database information. As one court discussing Sedona Principle 12 put it, “while
metadata may add little to one’s comprehension of a word processing document, it is often
critical to understanding a database application.””® And the same court, comparing
different form-of-production options, noted “one marked disadvantage of [TIFF or PDF]
is that the production involves significant costs; it also does not work well for spreadsheets
and databases.””

If a requesting party receives a native-file database production, the native
production should be accompanied by a production of database information in the form of
generic “load files” such as text delimited files that can be read by many different types of
databases or other software applications. Such load files should include the fielded data that
has been exported, so the requesting party can use the load files to map each information
field into a database structure of its own design.

2. Use of Standard Reports to Produce Database Information

As addressed in L.E., L.E, and IL.B.1, supra, most databases include ways for
business users to view or print out multiple data fields, organized in a useful manner. The
simplest database reports might present columns of information in a simple table format;
more complicated reports may combine content from multiple fields, perform
mathematical calculations and present them, or include graphs derived from underlying
database information. Database reports may be static — that is, an unchanging view of
certain data that have been selected by query, or they may be more interactive, permitting
users to change the scope, focus, and perspective of the database. Generally speaking, most
existing reports that are used in day-to-day business are “pre-validated,” meaning that
accuracy of their data aggregation has been tested and demonstrated. Standard reports, also
known as “canned” reports, should be contrasted with custom reports, where users (or
database administrators) select report content based on individual or changing
needs. Because these reports are created “on the fly” by database users, it is more possible
for these information views to include errors, such as mismatches between field name and
displayed field contents or mathematical errors.

Standard reports have both advantages and disadvantages as a production format
for database information. Because these report templates already exist and have been pre-
validated for accuracy, it is generally faster and cheaper to use these reports than to create
custom views and information extracts. However, standardized reports may not collect all

38 Aguilar v. Immigration & Customs Enforcement Div. of U.S. Dep’t of Homeland Sec., 255 ER.D. 350, 354 (S.D.N.Y. 2008).
39 Id. at 356.
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potentially responsive or relevant data in the database, and they may not produce it in the
specific format that has been requested. Thus, standardized reports may be a low-burden
way to make a partial production of requested database information, but they may not
provide the most complete solution. If a standardized report is missing crucial data or
provides the information in a way that cannot be processed using reasonable efforts by the
requesting party, a different production format may be more suitable. On the other hand, if
the standardized report captures all of the significant data and omits only marginally
relevant information, it may be more appropriate to produce database information in a
standardized report than to invest time and money into creating a custom report that
provides absolutely all of the database information that has been requested.

3. Use of Fielded Tables to Produce Database Information

A common way to produce database information is through tables (i.e., rows and
columns) of information, where each row represents a database record and each column
represents a single data field. Most database engines, even those that do not have
sophisticated reporting functionality, support exporting database information into either
text delimited files or fielded tables. Similarly, many different database engines can import
delimited files and separate out each field of information for subsequent analysis.

Text delimited files are closely related to, if not often virtually the same as,
database “load files”; they are generically formatted sets of fielded information. Delimited
files, however, may not be able to completely show the relationships found in multi-table
relational databases. For example, in a banking database, a single customer may have both
individual bank accounts and a shared bank account with one or more co-owners. Typically,
these relationships are tracked in a multiple-table relational database, where each bank
customer can be related to multiple bank accounts, and each bank account can be related to
one or more customers. If this information must be consolidated in a single table,
preserving these “one-to-many” relationships may require that information be repeated so
that full information can be displayed in each view of the information. “De-normalizing”
the data in this way (i.e., transforming it into a different format from the way in which it is
stored in the ordinary course of business) is a relatively common and often acceptable data
production practice, even though restoring this information into multiple relational tables
to recreate the original types of relationships may not be a straightforward process,
depending on the data relationships that are required.

For example, the parties could clarify whether the requesting party would prefer to
see the results of a query or report that links the data elements together, or to have exports
of the responsive data from separate tables and import the files into their own system in
order to run their own queries.



2014 THE SEDONA CONFERENCE JOURNAL 199

III. THE SEDONA CONFERENCE PRINCIPLES FOR THE PRESERVATION &
PRODUCTION OF DATABASES & DATABASE INFORMATION
(THE “SEDONA DATABASE PRINCIPLES”)

While The Sedona Principles cover the preservation and production of ESI in
general, and includes useful guidance for the discovery of databases and database
information in particular, the complex and evolving nature of database discovery calls for a
more in-depth examination of the issues that are unique to databases and the information
found in them.” Because of the structural complexity and volume of database information,
database preservation, collection and production often involves relatively greater costs and
burdens than those associated with the production of unstructured media. Defining a
reasonable scope of database discovery requires all parties to understand the purpose for
which the information is sought, the components and respective relevance of the data at
issue, the workings of the technology that stores and manipulates the data, and the
processes to ensure that the data produced is what it purports to be. To that end, the
following six Sedona Database Principles are intended to inform and facilitate discussions
regarding assessments of relevance, potential costs and burdens, and methods for validating
results that necessarily must occur between parties that are involved in database production.

1. Scope of Discovery

Absent a specific showing of need, a requesting party is entitled only to
database fields that contain relevant information, and give context to such
information, and not to the entire database in which the information resides
or the underlying database application or database engine.

Comment 1.A.  Database Relevance Must Be Analyzed on a Granular Level

Databases are often very large collections of disparate information. Although
situations can exist when an entire database and its information are relevant to a legal
dispute, often only a portion of a database is relevant.”

The process of determining which database information is relevant is performed at
several levels. First, depending on the nature of the dispute, many database records will
likely not contain relevant information. These normally would be excluded from
production through use of search queries. Second, however, even within records that
contain potentially relevant information, not all of the data fields that comprise the record
may be relevant.” Identifying and extracting database information in response to discovery
requests requires both levels of analysis.

The process may be complicated further by the differing views available to users
based upon different levels of database-security access. A database record in a database

40 The authors also wish to call the readers’ attention to The Sedona Conference Commentary on Proportionality in Electronic
Discovery for useful guidance applicable to database discovery. See The Sedona Conference Commentary on Proportionality in
Electronic Discovery, 14 SEDONA CONE. J. 155 (2013).

41 See, In re Lowes Companies, Inc., 134 S.W.3d 876 (Tex. App. 2004) (granting mandamus and vacating trial court’s order for
retail chain to produce database for query by requesting party without any limitations as to time, location, or subject matter);
Ex parte Wal-Mart, Inc. 809 So.2d 818 (Ala. 2001) (mandamus granted in part to restrict requesting party’s access to retail
chain’s incident reporting database to similar incidents only). See also, Barnes v. District of Columbia, 289 ER.D. 1 (D.C.,
Sept. 28, 2012) (granting motion to compel search algorithm because a query used to search a database and generate reports is
a “writing” subject to production, but denying request to access entire database as overbroad).

42 See, e.g., Bob Barker Co. v. Ferguson Safety Prods., 2006 WL 648674, at *4 (N.D. Cal. Mar. 2006) (declining to order
production of financial services database responsive to discovery request because “it is unclear how a party could go about
producing ‘a database,” which ordinarily is a dynamic collection of data that changes over time”).
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application that is viewed on the screen by a typical end-user generally is created from
information stored on multiple data tables, and only database administrators may be able to
see the raw data as it is stored in database tables and sub-tables. Unfortunately, many
database discovery requests combine requests for both database records and database tables
as if they were separate and mutually exclusive repositories of information. Depending on
the technological sophistication of the party representatives managing this discovery, such
terminology-mixing can further complicate the process of reaching consensus on the
logistics of these discovery requests.

Other times, the way that database fields are organized into columns, rows, and
tables may simplify conversations about the scope of production. Depending on the facts
in a dispute, entire tables of database information may not be relevant and may not be
required to be preserved or produced. Conversely, other data tables may contain fields of
important information that require special treatment. To the extent that data is “rolled
oft” an active database, a database administrator may need to implement preservation
measures for specific tables to reduce the risk of inadvertently destroying potentially
relevant information.

Hllustration i. In litigation involving a car manufacturer and the various warranties
provided to consumers, plaintiffs request documents to identify the customers of
certain models of cars, the cars they purchased, and the warranties they
purchased. The defendant’s database that retains this relevant data also contains
non-relevant information, including dealership, the salesperson, and the
commission the salesperson received on selling the car. This non-relevant
information is stored in the same rows and tables as the responsive, relevant
information. The information in these data fields is not relevant to the dispute,
and the data fields do not need to be produced. Furthermore, even though both
the relevant and non-relevant information might appear in a standard view of the
customer’s database record, the responding party should not be obligated to
produce the non-relevant information even if the requesting party asked for “all
documents related to” customers of the certain car models.

Hllustration ii. In a breach of contract litigation between two companies where the
amount paid by one to the other is in dispute, the defendant’s accounts-payable
database could contain potentially relevant information regarding payments by the
defendant to the plaintiff. However, absent a persuasive argument to the contrary,
the data records (i.e., rows) regarding payments to other companies for unrelated
transactions is not relevant, and need not be produced.”

Hllustration iii. In the same breach of contract litigation, not every data field (i.e.,
column) displayed in a record that contains relevant information in the accounts
payable database is necessarily relevant and within the scope of discovery. For
example, the “payee,” “amount,” “date,” “check number,” “approver” and
“comments” data fields (and their relationship to each other) may all be relevant,
but other data fields in the record may not be relevant (e.g., “unique record ID,”
“tax ID,” etc. ...). Id.

43 See Ex parte Wal-Mart, Inc., 809 So.2d 818, supra.
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Comment 1.B.  Parties Must Determine the Relevance of Individual Data Fields
Within a Database

When reviewing the relevance of data fields, parties need to carefully examine the
relationship between relevant data fields and other fields (or rows, or columns, or tables),
because this relationship can make otherwise irrelevant data relevant because of its link or
connection to relevant information. While it is possible that a single piece of relevant data
within a record or table may transform otherwise irrelevant data within the same record or
table into relevant data because of their relation to each other, such a logical connection is
by no means automatic.

A responding party that finds relevant information in a portion of a database
should reasonably consider the entire database to determine if other portions are relevant to
the dispute. A party that unilaterally examines its own databases to determine what fields
are relevant or irrelevant should, as a matter of best practice, act conservatively to avoid
inadvertently excluding relevant data. Generally speaking, the cost of performing this
analysis a second time, plus the downstream acts of extracting and processing this
information a second time, is far more than the cost of identifying, extracting, processing,
or producing slightly more data during a single pass.

Analysis regarding the relevance of information contained in individual cells is not
unlike that pertaining to information contained in various types of metadata. In addressing
the relevance of metadata associated with various forms of ESI in Aguilar v. Immigration &
Customs Enforcement Div.,** the court drew from Principle 12 of The Sedona Principles®
noting that “the two ‘primary considerations’ should be the need for and the probative
value of the metadata, and the extent to which the metadata will ‘enhance the functional
utility of the electronic information.”” A parallel approach should be used to determine
relevance of data fields (i.e., to what extent is the particular field data or its relationship to
other fields essential to understanding the information sought; does such field-level data
enhance the utility of the records). The Aguilar court noted that, “[a]s a general rule of
thumb, the more interactive the application, the more important the metadata is to
understanding the application’s output.”

If the data fields themselves are not privileged or determined to be trade secret,
metadata-type database field information can be analyzed in several ways for relevance.
However, in Aguilar, because the data was sensitive, the court suggested a quick
demonstration to the plaintiffs of database functionality using dummy data stored in an
otherwise identical database structure.” This approach could be used as an exploratory tool
with a requesting party or with fact experts to gain an understanding of the overall output
from the database if the parties cannot agree on the fields or cells that may be relevant to
make meaningful use of the data or if the producing party lacks this level of understanding
of its database systems.

Comment 1.C.  Database Relevance Is Measured by its Data, not the Application

Under normal circumstances, a database is relevant to a legal dispute because of
the database information stored within the tables or files, not the database application or

44 Aguilar, supra, at 356.

45 Supra note 16.

46 Aguilar, supra, at 354-55, quoting Williams v. Sprint/United Mgmt. Co., 230 ER.D. 640, 647 (D. Kan. 2005).
47 Aguilar, supra, at 363.
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database engine.” Unless there is a unique relationship between the database information
and the mechanism that manages or displays that data (which can happen in some older or
proprietary database systems), the software components of the database application and
engine are unlikely to have any relevance to the discovery request, and should be considered
presumptively non-responsive.

Proactively focusing database discovery requests on the data component of the
system greatly simplifies the process of responding to these requests while rarely sacrificing
full disclosure. Moreover, because database systems are configured for specific hardware and
software environments, the effort to recreate these environments is vastly more expensive
and complex than providing the data files in a format that can be loaded into whatever
database systems are available to the requesting party.

Fortunately, most database information can be produced easily in a generic format
that does not require a specific database engine or application to be read or analyzed.
Depending on the requesting party’s needs, a data file in a common form such as Microsoft
Access or Excel can be produced, and allow the database information to be reasonably
usable by the receiving party. Additionally, limiting database discovery to the database
information which can be produced in an alternative reasonably usable tabular form
obviates the need to negotiate the terms of a protective order or other limited use agreement
with the non-party proprietor of the database software, cloud computing service provider,
or computing platform provider.

Comment 1.D. Circumstances When a Database Application May Be Relevant

In certain circumstances the database application, structure, or even the database
engine, may not only be relevant, but also essential to providing a complete response to a
discovery request, for example, when the software itself either: (a) contains information
relevant to the matter not otherwise stored in the database storage file; or (b) the software is
the focus of one or more claims of the litigation.

Hllustration i. Acme Corp. has programmed its financial system to provide a limited
number of choices when categorizing financial transactions. The universe of
possible choices, rather than the history of actual choices, has become an issue in
litigation. Acme Corp. has been asked to produce the software application that
contains the programming of these possible choices. It is clear that the database
storage file will not contain this information. The parties should determine
whether the production of the software is the best or only way to establish this
information.

Hllustration ii. It has been alleged that, for a two-year time period, Mortgage
Broker Company’s (“MBC”) software incorrectly calculated monthly mortgage
payments. MBC has been asked to produce the historical transactions, as well as
the software code, that it used to calculate those transactions. It is clear that the
database storage file does not contain those calculations. The parties should
determine if the production of the software is the best or only way to provide
information regarding the underlying algorithms used by MBC'’s software.

48  See, Section 1.B., supra, for definitions.
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In some cases, it may be more valuable to understand the database application
than to receive the underlying transactional data. This situation occurs most often when
one set of data (“dataset A”) is acted upon by a software tool to then produce a second set
of data (“dataset B”). For such discovery requests, it may be more effective to understand
the software processes that transform dataset A into dataset B, rather than to simply receive
dataset B, or dataset A.

Hllustration iii. Franchise Food Co. tracks employee time and attendance via its
point-of-sale system (“POS,” i.e., the cash registers). The POS terminals record the
time that cashiers signed into and out of the system. In wage and labor litigation,
it has been asked to produce all POS time entries and to produce all payroll-
system records. While the presumption is that both would be produced, it may be
equally sufficient or even preferable to produce the POS time entries and the
software that creates the payroll system records from the POS data, rather than the
static payroll-system records.

Comment 1.E.  Value of Information About the Database System

In addition to disputes about the relevance of database information, or the
database applications or engines themselves, requesting and responding parties often
disagree about the relevance of the database system information, i.e., database’s schematics
or the underlying technical information that do not concern information that is directly at
the heart of the dispute, but instead seek information that may help the requesting party
better understand the information that it is receiving and any limits in its accuracy or
functionality. Understanding the context, origin and normal business use of ESI in a
production may be helpful for the requesting party to make effective use of the
data received.

Accordingly, in appropriate circumstances, a responding party may produce the
database system information that is reasonably needed by the requesting party to obtain a
basic requisite understanding of the structure, content and format of the data being
produced, including relevant field names and values, the relational connections between
data fields and tables, and the extent to which data fields are automatically populated by the
system. In some circumstances, the scope of this system information may be expanded to
include not just information about the specific data being produced, but also information
about where the produced data originated from within a larger environment that may
include multiple database servers, internal or external databases, and other related ESI. The
production of such database system information might also include dependencies of the
produced data on other data sources, uses of the produced data within the system or overall
environment, and relationships of the produced ESI to other data within the system or the
overall environment.

Hlustration iv. In Hllustration iii above, where Franchise Food Co. could have
produced the POS time entries and the software that creates the payroll system
records from the POS data, in lieu of the static payroll system records, Franchise
Food alternatively may have been able to produce the POS time entries and, if
available and reasonably accessible, background system technical information
about the software that creates the payroll system records from the POS data.
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Database system information may be presented in many different ways.
Sometimes, tabular or graphical depictions of a complex data system, as can be found in
“entity relationship” diagrams or data flow diagrams, may be both most helpful and least
burdensome for a responding party to provide. Other times, it may be necessary to depose
a witness with technical understanding of the system from which database information has
been produced. Requesting parties should understand that there is rarely, if ever, a single,
comprehensive source of the system information that they may request, and that a
responding party has a burden of varying degree in collecting such information for
production.

An additional consideration is that information produced from databases is rarely
an exact copy of the data tables and database structure. Rather, the database information
being produced is most often a subset of the sometimes substantial information that is
stored in a larger database. In fact, this is often preferable.” Depending on the issues in the
case, it may be appropriate for a requesting party to receive a description of the extraction
and transformation process, including how the produced information was organized in the
original database.

A final issue regarding the production of database system information is the extent
to which database or system documentation is encompassed by a request for substantive
information stored in a database. Organizations do not permanently retain all database
system documentation they ever create, use, or reference. Absent explicit notice from
opposing counsel or other extraordinary factors, a responding party should not be
automatically obligated to preserve all supporting database system documentation, merely
because the party has reason to believe that some ESI stored in the database may be
potentially relevant to a party’s claims or defenses in a current or reasonably foreseeable
litigation. Commercial documentation, in particular, is usually available from a variety of
sources, including third parties. More careful analysis may be required in situations
involving custom-written documentation, such as internal guides or references. For such
materials, responding parties should consider the nature of the documentation, as well as
the degree of unique insight that this material provides into relevant database information.

Comment 1.F. Appropriate Circumstances for Producing Additional Non-Relevant
Database Information

While a responding party is not obligated to produce more data from or about a
database than is relevant to the dispute, in some circumstances it may be easier, less
expensive, and less burdensome to produce a larger slice of the database content or even
the entire database. For example, business users of the database may have a “canned
report” that compiles all requested information, plus some additional data
fields. Producing this report is likely faster and much less expensive than designing a
custom query and collecting the same database information through a custom data export
utility. Thus, while a responding party is never obligated to produce additional irrelevant
information (and may have reasons unrelated to litigation not to do so), a responding
party may produce additional non-responsive information, so long as the responding party
is not doing so for any improper purpose, such as attempting to make relevant
information more difficult to extract or understand.

49 See, Section LE. Instead of being exact duplicates of existing data tables, the information is typically compiled from multiple
tables (a “denormalized view”) and includes fewer than all fields or records stored in a given table (a “selective view”) — thus
providing a variant but useful view of the data stored in the system.
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2. Accessibility and Proportionality

Due to differences in the way that information is stored or programmed into a
database, not all information in a database may be equally accessible, and
parties should therefore apply proportionality to each component of a
database to determine the marginal value of the information to the litigation
and the marginal cost of collecting and producing it.

Comment 2.A.  Technical Challenges to Accessibility

Information from and about databases is subject to the same rules and limitations
as all other information disclosures in civil litigation, and in ordinary circumstances,
information that cannot reasonably be extracted using tools that are readily-available in the
normal course of business of the responding party need not be produced absent good cause
and potential cost shifting.”” Whether specific requested information within a database is
“reasonably accessible” within the context of a specific legal dispute is a deeply fact-specific
inquiry that must be analyzed, like questions concerning other discoverable material, under
the proportionality provisions of Rule 26 and its state analogs.”

It is important to recognize the technical limitations that affect levels of
accessibility, and a requesting party should never assume that all information in a database —
or even all information visible to “average” database users — is equally able to be
produced. Instead, once a responding party has demonstrated why certain database
information or elements are more difficult to produce than others, the parties should
consider whether the value of the information is worth addition burden and cost. As with
other discoverable information, the parties should consider the availability of the same
information in a reasonably usable form from an alternate source (e.g., printed instruction
manuals, printed database reports) and whether the importance of the requested
information is proportional to the additional burden or cost that would be required to
extract it from the database in which it resides.”

Comment 2.B.  Factors for Assessing the Burden or Cost of Preserving, Collecting or
Producing Database Information

A number of factors may be considered in accordance with Rule 26(b)(2)(B) and
Rule 26(b)(2)(C) to determine if database information may be considered “not reasonably
accessible because of undue burden or cost” or is disproportionate for purposes of

50 Rule 26(b)(2)(B) places specific limitation on the production of ESIL. “A party need not provide discovery of [ESI] from
sources that the party identifies as not reasonably accessible because of undue burden or cost.” /. Additionally, a court on
motion or on its own, must limit the scope of discovery if the discovery sought is unreasonably cumulative or duplicative, can
be obtained from a more convenient source, could have been previously obtained by the party secking the discovery or the
burden or expense of the proposed discovery outweighs its likely benefit. Rule 26(b)(2). See also The Sedona Conference
Commentary on Preservation, Management and Identification of Sources of Information that are not Reasonably Accessible, 10
SEDONA CONE. J. 281 (2009) and The Sedona Conference Commentary on Proportionality in Electronic Discovery, 14 SEDONA
CONE J. 155 (2013).

51 OpenTV v. Liberate Tech., 219 ER.D. 474 (N.D. Cal. 2003) (court applies Zubulake factors to determine reasonable
accessibility of source code database and allocation of data extraction costs); Best Buy Stores, L. v. Developers Diversified Realty
Corp., 247 ER.D. 567 (D. Minn. 2007) (discovery of database denied when information sought was no longer in a searchable
format, and database would have to be restored from original sources at a cost of at least $124,000 with a monthly storage cost
of $27,823).

52 See Superior Prod. Pship dfblal PBSI v. Gordon Auto Body Parts Co., Ltd., 2008 WL 5111184 (S.D. Ohio Dec. 2, 2008) (where
plaintiff requested production of large volume of relevant documents and where deposition witness indicated that the
information would not be easily retrieved from defendant’s electronic database, court recognized potential burden to defendant
and ordered production of sampling of documents to allow for determination of the need to produce the rest).
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preservation® or production.” Additionally, parties should understand that certain inherent
limitations may exist impacting the production of database information.

. The extent of the ability to search on database fields. The ability to
search fields depends on the way a particular database system has been
designed and the sophistication of its search engines. For example, many
databases contain one or more free-form text “comments” fields that may
be visible when a database record is viewed on screen. However, to
optimize performance, only the more critical, defined-format fields may
be indexed and searchable, with the comments fields available only once
the associated record has been located. Limiting the fields that are
indexed allows databases to hold large volumes of information without
compromising system performance. Third party query/report generation
tools are commonly used to supplement such limitations; however, these
tools are not perfect solutions. It should be noted that searching or
creating indices on un-indexed fields can impose a significant burden on
an operational system.

. The extent to which information may be stored outside tables. Not all
information stored in a database is held in tables; it may be stored in a
number of different places. For example, to facilitate speedy and
consistent data entry, a database may include predefined values for
certain fields, i.e., “drop down” or “lookup” tables, which may be hard-
coded into the database application software itself and not stored in any
searchable database fields or tables. Further, earlier entries in a lookup
table may not have been retained when a table or the database itself was
updated, making it functionally impossible to retrieve this system
information without substantial effort and expense. Therefore, a request
for production seeking all values from which an employee could have
chosen while engaged in data entry might sound simple on its face, but
responding to this request may be extremely difficult. Likewise, certain
reports may be available within a system only as screen views and not
easily converted to a printable or exportable format.

. The capability for exporting data. Because information may be visible
to a user does not necessarily mean that it is practically capable of being
produced. For instance, individual-rights restrictions on viewing and
exporting certain fields or the character of the fields themselves (e.g.,
“validation fields,” such as those that automatically capture the user ID of
the person making changes) may impede or prohibit export through
standard output channels. Moreover, since many databases are intended
to be used as information repositories, the system may have been

53 Before even turning to the question of the burden and expense of producing information from a database, the party in
possession of the database must weigh the burden and cost of preserving the database information (both its structure and its
contents, the preservation of which are not always accomplished through the same means), against the likely importance of the
information in resolving the issues in the case. See, Rule 26(b)(2)(C)(iii). See the discussion of Sedona Principle 5 supra at ILB.
For additional guidance, see The Sedona Conference Commentary on Legal Holds: The Trigger ¢ The Process, 11 SEDONA CONE. J.
265 (2010), supra; The Sedona Conférence Commentary on Proportionality in Electronic Discovery, 14 SEDONA CONE. J. 155
(2013), supra.

54 Jones v. ngm’, 2002 WL 1007614 (S.D.N.Y. May 16, 2002), claim dismissed, Jones v. Goord, 435 F. Supp. 2d 221, 266
(S.D.N.Y. 2006) (denying plaintiffs’ motion to compel production of database maintained by the New York State Department
of Correctional Services where the state made a compelling showing that the burden of production far outweighed its benefits).
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designed solely with the ability for a user to add new data records or
update existing records, with no functionality included for the export of
records in bulk. Even extremely complex databases are often designed to
be accessed by individual end users through a Graphical User Interface
(GUI) through which users have the ability to view and edit a small
number of records at any given time, but not the ability to export large
numbers of records into a static format. To export the quantities of data
often necessary to respond to civil litigation discovery requests and in a
format reasonably usable to the requesting party, programmers may need
to create custom tools or alternate interfaces to the database. In such
conditions, the time, resources, and expense of such programming should
be part of the burden analysis.

The reporting functionality of the database. Some databases allow users
to employ built-in or third-party utilities to search the database and
format the results into a report that can be printed or exported as fielded
data. Typically, an organization will create a number of standardized
report “templates” from which the user can choose, and sometimes a
system will allow users to craft “custom” reports. However, most
reporting functions, whether template or custom, are limited in some
fashion, such as in the fields that can be queried against, the number and
combinations of fields that can be searched together, the volume of
records that can be included in the report, or the number of characters
from a given data field that can be included in the report. Additionally,
certain reports may be available within a system only as screen views and
not easily converted to a printable or exportable format. If a party is
required to overcome these limitations in meeting their production
requirements, litigation-specific reports may need to be created by
programmers, requiring additional time (to create the custom reports)
and resources, potentially including hard costs. Even with custom
programming, it is possible that some database fields, such as system and
validation fields, may not be capable of being included in a report-
writing function.”

The extent to which a database system is in the custody of a third-
party. In situations where a responding party has outsourced its databases
systems containing responsive ESI to offsite storage solutions under the
custody of a third-party referred to as “infrastructure as a service”
(“IAAS”), or is using a third-party software hosting repository referred to
as a “software as a service” (“SAAS”) system (e.g., Salesforce.com), the
responding party may not have the direct access to the “back end” of the
database that is required to implement custom programming. The
parties should consider the feasibility, burden and cost of timely
exporting responsive database information, and whether there is a less
burdensome alternative.

55 The reverse problem occurs when data from a legacy system or from a time before the implementation of preservation efforts
exist solely in “report” format and not in the original database structure format. It may be unduly burdensome for the
producing party to restore that data to the original format. Indeed, if the data is maintained only in report format in the
ordinary course of business, there may be no obligation at all to convert the data into an alternate format.
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The active or legacy status of the database. Unlike unstructured data,
where the trend generally is to consider “active” information “reasonably
accessible,”® the fact that a database is in active use does not
automatically mean that the data is easy and inexpensive to produce in
litigation. Whether a database is active or in legacy status does not
determine its accessibility. The same challenges in producing data from a
database currently in use as in one that is no longer active (e.g., limited
export functionality, poor data consistency, a limited-feature search
engine), legacy databases can often pose additional challenges. For
example, the software platform or operating system necessary to run a
legacy database may no longer exist or can no longer be run on current
hardware. Similarly, IT or business personnel who were familiar with the
structure of the database may have left the organization, and it may be
difficult, if not impossible, to find resources to export data or write any
custom reports.

The availability of database system source material, if relevant. Much
of the information describing database structures and supporting
hardware and software systems can be found in the end-user manuals,
system documentation, written system backup procedures, training
materials, and other documentation that accrues during the development
or deployment of the system.

. Legacy Systems. Finding documentation for legacy systems may
prove much more difficult, as supporting materials (and know-
ledgeable employees) for systems not in active use are often no
longer available after a period of time. In situations where
requested supporting information for legacy systems is not
available, a responding party should not be required to either
create new comprehensive documentation or deconstruct the
database system for the purpose of assisting the requesting party’s
understanding of the system and the responsive database
information.

. Proprietary Systems. It also may be difficult to find
comprehensive documentation for highly integrated proprietary
systems, such as financial systems from SAP or Oracle, and this
information may not be readily available from either the
responding party or the solutions provider. Additionally, the
responding party may lack actual access to certain data tables that
may be a trade secret of the solutions provider, and it thus may
not be possible for it to respond fully to a request for database
table structure and overall organization. While the responding
party should take reasonable steps to locate and produce any
such relevant, but propriety, database system information,
including obtaining information from alternate sources, the
courts should consider the proportionality of the burden and
costs associated with licensing or otherwise locating the requested
information that is not within the party’s custody and control.

56 See Zubulake v. UBS Warburg LLC (“Zubulake I") 217 ER.D. 309, 321-22 (S.D.N.Y. 2003); The Sedona Conference
Commentary on Preservation, Management and Identification of Sources of Information that are not Reasonably Accessible (2009),

supra.
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3. Use of Test Queries and Pilot Projects

Parties should use objective information, such as that generated from test
queries, pilot projects, and interviews with persons with relevant knowledge
to ascertain the burden and benefits to collect and produce information stored
in databases and to reach consensus on the scope of discovery.

Comment 3.

Many disputes about the discovery of potentially relevant information stored in
atabases are based on deduction and inference, rather than empirical data. A requestin
datab based on ded d inf her th pirical data. A req g
party may insist that certain types of information must have been stored in an opponent’s
database “because that’s what should be there.” Conversely, a responding party may estimate
Y; p gp y
the burden of responding to discovery requests without ever testing whether its assumptions
are accurate. Neither of these approaches is acceptable.

A better approach for establishing the benefits and burdens of producing
information stored in databases is to examine objective information about the systems. To
this end, a responding party may examine user manuals or any database table schematics
that exist, or more incisively, use one or more queries to test how long it takes the system to
return results, the effect of those queries on the system’s operation, the relevance of those
results to the issues in the case, and the logistics required to export this information in a
format that is reasonably useful to the requesting party. Each of these objectives — the speed
of the system, impact on operations, the accuracy of the query, and the data extraction —
can then be fine-tuned to improve efficiency and the overall results.

Regardless of whether the responding party concludes that the information
requested is “accessible,” it may wish to create a test query or pilot project and share the
results with the requesting party to demonstrate the steps that are being taken to respond to
a discovery request and allow both sides to assess the usefulness and relevance of the
exported information before incurring the cost of a full production. The test queries may
identify problems with the discovery request, such as over- or under-inclusion, or the pilot
project may identify issues with preparing the data for production in precisely the format
requested. Sharing this information provides a common factual basis upon which the
parties can re-examine the discovery requests and modify them appropriately before
incurring the cost of a full production.

Hlustration v. A requesting party seeks all records from a database of internal
memoranda and reports that include certain key words and phrases, including the
term “market.” Test queries indicate that the request would flag more than two-
thirds of the records as potentially relevant, even though the subject at issue is
narrowly focused. A review of samples taken from the “market” query reveals that
all of the sample records are, in fact, not relevant in any way to the dispute. Based
on this and other information, the requesting party substantially revises its list of
requested key words and phrases to eliminate certain terms that appear to generate
“junk” results. Further sampling of the revised query results, which are much
smaller than before, suggests that more than half of the records retrieved are likely
relevant to the dispute.
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In situations involving very large databases or multiple databases, test queries or
pilot tests of the production process can be based on a subset of the data repository,
consistent with the approach outlined in Zubulake v. UBS Warburg LLC*" and
elsewhere. Although the Zubulake opinions do not concern database information, the
court’s approach of using small, manageable test queries to generate empirical results from
which the burden and benefit of further discovery could be determined has been widely
adopted in other ESI situations, including discovery of database information.

Sharing technical or logistical information and using sampling to more effectively
negotiate the scope of discovery are also consistent with guidance contained in The Sedona
Conference Commentary on Achieving Quality in the E-Discovery Process (2013) and The
Sedona Conference Cooperation Proclamation (2008).%

4, Validation

A responding party should use reasonable measures to validate that its
collection from the database is both reasonably complete and did not
inadvertently modify the ESI.

Comment 4.

Due to the volume of information and the complexities of its organization inside
databases, there are no established protocols or integrity checks (e.g., MD5 hash marking)
to verify and validate the completeness and accuracy of database information collected from
a larger database. However, verifying that information extracted from databases is an
accurate copy of the same information as it is stored in the original database should not be
seen as an insurmountable task; as a matter of due diligence, basic checks exist to ensure the
completeness, accuracy, and integrity of the collected data.

Extracting data from a database in response to a discovery request typically
involves: (1) executing a query to identify responsive records; and (2) structuring the
responsive fields into an export format acceptable for production. Running queries and
structuring output files frequently can result in unintended changes to data values, such as
truncating text, substituting codes for values, or other data transformations. Other typical
data extraction problems include unintentionally extracting records that are not responsive
(over-inclusion) or missing records that should be included (under-inclusion) in the
production set. These and other data integrity issues can render the resulting dataset
incomplete or inaccurate, and thus unacceptable for production.

To reduce the risk that information extracted from databases contains
transcription errors, a responding party that is extracting data from a database and
formatting it into a report or file for the purpose of responding to a discovery request
should test the proposed dataset to confirm that it includes all expected content and
complies with the target format.

57 Zubulake, 217 ER.D. 309, supra.

58 However, a responding party is not obligated to run test queries and provide sampling information to requesting parties to
satisfy curiosity. For example, when a responding party reasonably believes that a database or other structured data source
contains no relevant information, it should not %c obligated to sample the system absent particularized and credible evidence
to the contrary. See Principle 6: Responsibilities of Responding Parties, supra, at I1.C. See The Sedona Conference Commentary
on Achieving Quality in E-Discovery, 15 Sedona Conf. J. 265 (2014) and see The Sedona Conference Cooperation Proclamation,
10 SEDONA CONE. J. 331 (2009 Supp.).
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Depending on the nature of the data and the methodology used to extract the
data, a variety of validation procedures may be considered:

o Validating numeric values. When data consists of a numeric value, the
following tests may be appropriate:

. Confirm that the number of extracted database records matches
the number of records that were originally identified by one or
more target queries.

. Compare the resulting number of records to the number that
appears in reports that are regularly produced in the ordinary
course of business.

. Compare the number of extracted records to control counts from
the tables being queried.

. Compare the aggregate of certain fields, such as sales amounts, to
known control totals from routine or regularly produced reports.

. Develop control totals by confirming that the sum total of the
extracted records plus the total of the non-extracted records
equals the total of the same field or record set as noted in the
entire table or report.

Hlustration vi. A party requests information about all buyers of a product, including
the date of purchase, the price paid, and the state in which the purchase took
place. All of this information is tracked in a sales database maintained by the
responding party. The responding party runs a query to identify all the sales records
for that specific product and exports the requested information into a .CSV

file. Before producing this information, the responding party double-checks the
number of data rows in the .CSV file by loading it into a spreadsheet program and
comparing the number of lines to the number of records identified in the query.
The responding party then checks to make sure that the date and price field rows
contain only date and price information. Satisfied with the results of these checks,
the responding party then provides this information to the requesting party.

. Validating standard language values. When the contents of an extracted
field consist of standard language values rather than a numeric value, the
responding party should confirm that the extracted text values conform
to a list of expected values for those fields. For example, for fields that
can contain only a limited number of valid values, such as the seven days
of the week or the twelve months of the year, a responding party can run
an automated comparison of the extracted information against all
possible expected values for these fields to ensure that no unexpected
values are included.

. Validating non-standardized language values. When text fields do not
require standardized language, as in many narrative or comment fields, a
sample of fields from the extracted text can be examined to confirm that
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the information meets expectations of the information that should be
stored there. Samples of extracted text fields can also be compared to the
corresponding records in routine or regularly prepared reports to confirm
that the extracted text field information is consistent with presentation of
the same information in validated reports used in the ordinary course

of business.

. Validating from multiple fields. In situations where values in the
production dataset are calculated from several fields in the source
database, responding parties can help make the extracted fields more
easily validated by including not only the field containing a calculated
result field value, but also the source field values from which the resultant
values are calculated. Including this additional information would make
it possible for both requesting and responding parties to check the
internal consistency of the final result field.

. Validating from multiple tables (relational databases). In relational
databases, multiple tables of data are often linked by key values that are
echoed on one or more tables. Extracted database information that has
either been retrieved from or is being produced in multiple tables can be
checked for accuracy and completeness by confirming that the linking
key values from the various tables are consistent and sufficient to
propetly link the records from the various tables. Ambiguous key values —
i.e., values that do not provide a unique relationship between correct data
elements — can occur when information is extracted from multiple tables.

. Validating from reports. Finally, responding parties should not
underestimate the ability of database reports in general to confirm the
accuracy of a data extraction. Many standard reports that are used on a
regular basis within an organization, including regulatory filings
generated through queries or scripted tools, compile sophisticated
information and metrics that can be used to double-check the accuracy
and consistency of many types of data fields extracted from a database.

Authenticating exported database information builds on validation processes, and
more than one procedure can be used to demonstrate sufficient consistency, completeness,
and accuracy in the extracted data. However, situations can occur in which field values are
different in the source database and in the extracted data. Typically, such differences are
caused by mechanical issues, such as a report template that truncates the information in a
field after the first N characters, thereby displaying only a partial entry that cannot be fully
validated against the original database input. However, if these differences are not caught
soon after the extracted data has been prepared and produced, the consequences of relying
upon the extracted data can have far-reaching consequences. Both requesting and producing
parties should consider adding quality assurance procedures to ensure that such errors are
quickly identified.

5. Data Authenticity and Admissibility

The proper validation of collection from a database does not automatically
make the substantive information stored in the database authentic, admissible
or true. These are separate issues that need to be analyzed by the appropriate
decision makers.
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Comment 5.A.  Causes of Inaccuracy in Database Information

Although businesses may rely on database data or reports in the ordinary course
of business, the fact that data is derived from a database does not make it any more
intrinsically reliable than other types of evidence produced in discovery. Databases,
whether simple or complex, are not infallible. The “true” accuracy of the underlying data
depends on many factors. Systems or components can malfunction, errors may occur in
programs and formulas, manual data entry may introduce errors, and certain cells, fields or
tables can be mislabeled or misinterpreted (e.g., a table of numbers reflecting a certain
volume of widgets sold could pertain to either individual widgets or units of widgets, if
values are not properly labeled or represented by a credible witness with knowledge). In
addition, as mentioned previously, the way that certain fields within a database are used
may change over time, meaning that old data records and new data records may use the
same fields but record different information. Sometimes, current users of the database are
not even aware of these changes.

While rare, it is also possible that a responding party or its counsel may have
intentionally or unintentionally manipulated database output in a way that degrades the
quality of the data being produced. Such degradation may take the form of data that lacks
certain metadata fields that are integral to understanding the remainder of the information.”

Comment 5.B.  Standards for Admitting Database Information into Evidence

Because the production of information extracted from databases may be composed
of different elements — e.g., raw data, individual data cells, printed summary reports — the
lack of consistency can make the process of authenticating the substantive content of this
information a complex task. While there are currently no bright-line rules for
authentication of database information, several opinions suggest that tests for admissibility
of database information are becoming more stringent.® Discussion and application of the
Federal Rules of Evidence are beyond the scope of this Commentary; however, The Sedona
Conference Commentary on ESI Fvidence & Admissibility® offers useful analyses of cases that
reflect the various “evidentiary hurdles” that a proponent seeking to admit electronically
stored information into evidence must clear.”

Across and even within jurisdictions, there is significant disparity between the
most lenient and most demanding approaches for admitting database information as
substantive evidence. While some of this disparity also may take into account
proportionality considerations, parties seeking to make use of database information should
be prepared to establish a rigorous foundation for this evidence. For the party that
produced the database information, this may require calling one or more witnesses to trial

59 See Bray & Gillespie Mgmt. LLC v. Lexington Ins. Co., 259 ER.D. 568, 585-87 (M.D. Fla. 2009) (reviewing case law for
proposition that production of static TIFF images of email from database, stripping all metadata fields, violated Rule 34,
vacated in part, 2009 WL 5606058 (M.D. Fla. Nov. 16, 2009) (reversing Magistrate Judge’s finding that attorneys had acted
in bad faith).

60 See, e.g., In re Vee Vinhnee, 2005 WL 3609376, 06 Cal. Daily Op. Serv. 146, 2006 Daily Journal D.A.R. 169 (B.A.L. 9th Cir.
Dec 16, 2005) (detailing factors that impact admissibility of database information); Lorraine v. Markel Am. Ins. Co., 241
ER.D. 534 (D. Md. 2007).

61 The Sedona Conference Commentary on ESI Evidence & Admissibility, 9 Sedona Conf. J. 217 (2008).

62 One 9th Circuit opinion, U-Haul Intl, Inc. v. Lumbermens Mutual Casualty Co., 576 E3d 1040 (9th Cir. Aug. 12, 2009),
affirmed a more lenient standard in analyzing the district court’s admissibility of computer-generated summaries of payments
made on insurance claims. Finding that such summaries were properly admitted, the appellate court focused primarily on the
four basic steps of the business records exception to hearsay under Fed. R. Evid. 803(6): (1) the underlying data was entered
into the database at or near the time of each payment event; (2) the persons who entered the data had knowledge of the
payment event; (3) the data was kept in the course of Republic Western’s regularly conducted business activity; and (4) the
claims manager was qualified and testified as to this information. 576 E3d. at 1044-45.
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who can establish the foundation. For other parties, this may require deposing a
representative of the producing party. While it may not require every single Vinhnee
factor,” an evidentiary proffer of database information may require a witness who can
explain the origins and lifecycle of the information in the ordinary course of business, as
well as the procedures used to extract this data and prepare an exhibit of this information
for trial.* Litigation-specific exhibits, as opposed to copies of reports or database views used
in the ordinary course of business, are likely to draw special attention from both opponents
and the presiding court, as validation procedures used to double-check business reports may
not have been applied to litigation-driven work. Parties should consider reducing cost and
saving trial time by stipulating to admissibility, where appropriate.

6. Form of Production

The way in which a requesting party intends to use database information is an
important factor in determining an appropriate format of production.

Comment 6.A. Discussing the Intended Reasonable and Legitimate Uses
of Database Information Can Result in a More Useful
Production Format

While a requesting party is not required to divulge its counsel’s work product or
its litigation strategy, it may be impossible for a responding party to take appropriate steps
to provide database information in a reasonably useful format if it has no idea of how the
requesting party intends to use it. A requesting party’s failure or refusal to identify the
intended use of database information, especially upon request, may limit the responding
party’s ability to accommodate the format request, particularly where the responding party’s
preferred format is less expensive and appears ex ante reasonable. To maximize the value of
the database information it will receive, a requesting party should provide detail sufficient
to describe the tools or broad evidentiary use that it intends to make of this material. For
example, a party’s desire to review some database information in conjunction with
witnesses” statements or testimony may make a database report the most useful way of
receiving this information. Other times, a requesting party may wish to analyze or
otherwise manipulate the database information to show relationships within the
data. Disclosing the specific database or analytical engine that a requesting party intends to
use — without revealing the precise type of analysis that will take place — enables the
responding party to make reasonable efforts to accommodate the requestor’s proportional,
reasonable, and legitimate uses of the data, and thus better understand the technical
specifications required for the production. To the extent that the parties cannot resolve
questions of appropriate production format, this level of information also will facilitate a
swift and appropriate decision by the court.

Like relevance, any assessment of a requesting party’s stated “reasonable and
legitimate use” of database information should provide sufficient latitude so that requesting
parties can conduct their litigation as they generally see fit. However, the mere fact that
databases contain large amounts of information does not permit a party to submit broad

63 In re Vee Vinhnee, supra.

64 Santander Consumer USA, Inc. v. Superior Pontiac Buick GMC, Inc. No. 10-13181, 2012 WL 5363553 (E. D. Mich, Oct. 30
2012) (rejecting argument that database records are inadmissible hearsay where a party does not own the database and
finding that the plaintiff presented a witness who was familiar enough with the database system and record-keeping process
to satisfy Rule 803(6)). Contrast with Meyer Corporation U.S., v. Alfay Designs, No. CV 20103647(CBA)(MDG), 2012 WL
3536987 (E.D. N.Y. Aug. 13, 2013) (imposing sanctions on a party who, fespite knowing the depth of technical knowledge
required for a deponent, produced an employee who could not even answer basic questions about the database system and
retention policies).



2014 THE SEDONA CONFERENCE JOURNAL 215

discovery requests merely to satisfy idle curiosity or to use data beyond what is necessary to
prosecute alleged claims and defenses.

Comment 6.B.  Factors for Determining Reasonableness of Data Production Format

Under Rule 34(b)(2)(E)(ii), if a requesting party does not specify the form of
production, the data must be produced “in a form or forms in which it is ordinarily
maintained or in a reasonably usable form or forms.” And Rule 34(a) contemplates,
“translation by the responding party into a reasonably usable form,” “if necessary.” The
Committee Notes for the 2006 Amendments to Rule 34(b) explain that whether a
responding party is required to convert information to a “more usable form, or should be
required to produce it at all, should be addressed under Rule 26(b)(2)(B) [proportionality
factors].” The Notes also make it clear that responding parties are not allowed to produce
the information in a form “that makes it more difficult or burdensome for the requesting
party to use the information efficiently in the litigation.”

Thus, Under Rule 34 and the accompanying 2006 Advisory Committee Note, the
key factors for reasonableness of production format include whether there is any loss of
information from the original format and whether the requesting party can make
appropriate use of the database information. The Note also points to a third factor —
proportionality (as measured under Rule 26 and its state analogs) — that also should be part
of the analysis. A request for database information that requires a disproportionate amount
of effort from the responding party should not be permitted, even if a lesser response does
not provide the same degree of information access as would have the initial request.”

Illustration vii. Requesting party seeks all of the invoice records of Company X’s
billing system from 2002-2006. The requesting party plans to use them as exhibits
at trial, but it wants to easily search and find the specific invoices. Because the
requesting party will not be using this database information to perform trend or
other relational analysis, a searchable production of the invoices as fixed image files
may be reasonably usable, provided sufficient searching information for the
invoices is provided.

Hlustration viii. Requesting party seeks all of the invoice records of Company X’s
billing system from 2002-2006. The requesting party plans not only to use
individual invoices as exhibits at trial, but it also wants to analyze aggregated
invoice information by customer over time to see whether the Company has a
pattern of double billing after the fourth invoice. Because the requesting party
intends to use the data to undertake legitimate relational analysis, a fixed-imaged
production may not be reasonably useable.

Producing database information in a reasonably usable form neither requires a
responding party to produce it in a format that is the best or optimum format for the
requesting party, nor ensures that such data requires little or no manipulation by a
responding party. If the effort, ability, and cost to transform the data into a specific
requested format are similar for both the requesting and responding parties, a strong
argument can be made that the requesting party should bear the cost, so long as the initial
production format was, in and of itself, reasonable.

65 See The Sedona Conference Commentary on Proportionality in Electronic Discovery, 14 SEDONA CONE. J. 155 (2013).
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Hllustration ix. In a small-dollar contract dispute, the requesting party asks for
invoice data stored in a database to be produced in table format with each row
constituting a single invoice to a single customer. The responding party does not
have direct access to the database and cannot easily run custom data extractions
from the database. Instead, the responding party’s built-in reporting script can
create individualized invoices that contain identical data, but not in tabular form.
The best technology available to the parties involves scanning invoices to manually
create tables of information. The producing party argues that the requesting party
should bear the cost of further manipulation of the data, as the production of
searchable individualized invoices was reasonable, given the amount in controversy,
the lack of information lost by the production format, and the equal burden for
both requesting and responding parties.





