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Preface

Welcome to the public comment version of The Sedona Conference Data Privacy Primer, a project of
The Sedona Conference Working Group Eleven on Data Security and Privacy Liability (WG11).
This is one of a series of Working Group commentaries published by The Sedona Conference, a
501(c)(3) research and educational institute dedicated to the advanced study of law and policy in the
areas of antitrust law, complex litigation, and intellectual property rights. The mission of The Sedona
Conference is to move the law forward in a reasoned and just way.

The work of WG11, The Sedona Conference’s newest Working Group, began in late 2014, with an
important mission—identification of and comment on trends in data security and privacy law, in an
effort to help organizations prepare for and respond to data breaches, and to assist attorneys and ju-
dicial officers in resolving questions of legal liability and damages. We hope the Data Privacy Primer
will be of immediate and practical benefit to these organizations and these practitioners.

The Sedona Conference acknowledges the efforts of Editor-in-Chief Corey Dennis, who has moved
this project forward through its various stages, and senior editors Elise Houlik and Peter Miller, who
were key in bringing this publication to fruition. We also thank contributors Jay Edelson, Jennifer
Hamilton, Roy Leonard, Dana Post, Matthew Prewitt, Caroline Reynolds, and Joe Sremack for their
efforts and commitments in time and attention to this project.

In addition to the drafters, this non-partisan, consensus-based publication represents the collective
effort of other members of WG11 who reviewed, commented on, and proposed edits to early drafts
of the Data Privacy Primer that were circulated for feedback from the Working Group membership.
Other members provided feedback at WG11 annual and midyear meetings where drafts of the Data
Privacy Primer were the subject of the dialogue. On behalf of The Sedona Conference, I thank all of
them for their contributions.

Please note that this version of the Data Privacy Primer is open for public comment through April 16,
2017, and suggestions for improvement are very welcome. After the deadline for public comment
has passed, the editors will review the public comments and determine what edits are appropriate for
the final version. Please submit comments by email to comments@sedonaconference.org.

In addition, we encourage your active engagement in the dialogue. Membership in The Sedona Con-
ference Working Group Series is open to all. The Series includes WG11 and several other Working
Groups in the areas of electronic document management and discovery, patent litigation best prac-
tices, data privacy and security, and other “tipping point” issues in the law. The Sedona Conference
hopes and anticipates that the output of its Working Groups will evolve into authoritative state-
ments of law, both as it is and as it should be. Information on membership and a description of cur-
rent Working Group activities is available at https://thesedonaconference.org/wgs.

Craig Weinlein

Executive Director

The Sedona Conference
January 2017
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Foreword

Unquestionably, the law of privacy and data protection has rapidly evolved over the past several
years. This complex regulatory framework has become both challenging and esoteric to many, in-
cluding practitioners, legislators, regulators, and courts alike. Recognizing the need for a useful pri-
vacy law guide, we developed the Data Privacy Primer (“Primer”).

This Primer is intended to provide a practical framework and guide to basic privacy issues in the
United States and to identify key considerations and resources, including key privacy concepts in
federal and state law, regulations, and guidance. It is not an exhaustive treatment of federal or state
privacy law or of any particular privacy-related issue, but instead provides a point of entry to privacy
issues. This Primer focuses on privacy laws in the U.S., and as such, global privacy laws are outside
the scope of its coverage, as is a comprehensive treatment of criminal laws relating to privacy and
surveillance.

Discussions of privacy inevitably lead to discussions of definitions, principles, goals, and underlying
intent. It is beyond the scope of a primer to resolve competing definitions of privacy, to harmonize
the many policy and practical considerations required to apply privacy principles to day-to-day busi-
ness activities, or to take a position about the wisdom (or lack thereof) of existing or planned privacy
law. Instead, this Primer addresses privacy as it exists and attempts to provide background and con-
text for understanding and interpreting current privacy laws and requirements.

This Primer is the result of extensive efforts and collaboration among the drafting team members,
along with the assistance of many others. We would like to extend our sincere gratitude and appreci-
ation to all WG11 members who contributed to the Primer. We particularly acknowledge Indira
Cameron-Banks and Colman McCarthy for their outstanding contributions.
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I. INTRODUCTION

This Primer begins with a Background and Overview to provide context for the current privacy is-
sues addressed in the main section. That context is found in the common law development of pri-
vacy rights in the United States, the Fair Information Practice Principles and similar privacy-protect-
ing frameworks, and in progressive attempts to determine what constitutes personal information
that is entitled to privacy protection. The principal focus of this Primer is on privacy issues arising
under civil rather than criminal law. Although criminal law implications are addressed at various
points in this Primer, a more systematic treatment of federal criminal law regarding privacy is outside
the scope of this Primer.!

After laying that groundwork, the Primer is organized into substantive sections by broad privacy cat-
egories for ease of reference, with each such category describing key federal and state laws, policies,
and considerations from both a compliance and a litigation perspective. Those categories include
“Federal and State Governments,” “General Consumer Protection,” “Health,” “Financial,” “Work-
place Privacy,” and “Student Privacy.”

1 Recently, a number of federal criminal laws with privacy implications, including national security laws (such as the
USA Patriot Act and the Foreign Intelligence Surveillance Act), the Computer Fraud and Abuse Act, and laws re-
garding access to personal communications and information about personal activities (such as the Communications
Assistance for Law Enforcement Act and the Electronic Communications Privacy Act) have been the subject of ex-
tensive public and legislative scrutiny and debate as a result of the Edward Snowden disclosures and follow-on issues
relating to transparency, access, and individual rights to privacy.
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II. BACKGROUND AND OVERVIEW

This background information provides context for the legal and practical requirements discussed in
the substantive privacy categories that follow this section.

A. Common Law of Privacy

No serious written discussion of the concept of privacy begins without a reference to the article by
Samuel Warren and Louis Brandeis, published in the Harvard Law Review in 1890, titled “The Right
to Privacy.”? The article stands as the most influential article to advocate for a legal right to privacy.’

The article was inspired by a rapidly expanding form of media, the printed newspaper, and by con-
cerns about a revolutionary technology, “instantaneous photograph|y].”* Warren and Brandeis were
concerned about the lack of “protection of the person,” and “for securing to the individual” the
right “to be let alone.”> “Instantaneous photographs and newspaper enterprise,” they wrote, “have
invaded the sacred precincts of private and domestic life; and numerous mechanical devices threaten
to make good the prediction that ‘what is whispered in the closet shall be proclaimed from the
house-tops.””®

As explained by Dean Prosser, “[pliecing together old decisions in which relief had been afforded on
the basis of defamation, or the invasion of some property right, or a breach of confidence or an im-
plied contract, the article concluded that such cases were in reality based upon a broader principle
which was entitled to a separate recognition. This principle they called the right to privacy.””

The privacy right conceptualized by Warren and Brandeis did not receive immediate judicial ac-
ceptance. It wasn’t until fifteen years after publication of “The Right to Privacy” that the first state
supreme court adopted the invasion of privacy cause of action. In 1905, the Supreme Court of

2 Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REV. 193 (1890).

3 Over 100 years after it was published, the article was described as “brilliant” by the United States Court of Appeals
for the Ninth Circuit in Albert D. Seeno Constr. Co. v. Twin City Fire Ins. Co., 114 F.3d 1193 (9th Cir. 1997). Judge Rich-
ard Posner of the U.S. Court of Appeals for the Seventh Circuit commented in _Anderson v. Romero, 72 F.3d 518 (7th
Cir. 1995), that the “legal concept of privacy . . . originated in a famous article by Warren and Brandeis.” See 7d. at
521; see also Ken Gormley, One Hundred Years of Privacy, 1992 Wi1s. L. REV. 1335, 1342—47.

4 Warren & Brandeis, supra note 2, at 195.

5 Id

6 Id

7 See William L. Prosser, Privacy, 48 CAL. L. REV. 383, 384 (1960).
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Georgia in Pavesich v. New England Life Insurance Co.” recognized a cause of action in tort nearly identi-
cal to the privacy action articulated by Warren and Brandeis.” The court found that the right to pri-
vacy is a right derived from natural law'’ and that a violation of the right of privacy is a direct inva-
sion of a legal right of the individual.!' Emphasizing that the invasion of privacy is a tort, the court
described the damages to be recovered for its violation “are those for which the law authorizes a re-
covery in torts of that character; and if the law authorizes a recovery of damages for wounded feel-
ings in other torts of a similar nature, such damages would be recoverable in an action for a violation
of this right.”!?

The right to privacy concept proposed by Warren and Brandeis® is almost universally regarded as
the origin of the law of privacy, which consists of four distinct kinds of invasion of four different
privacy interests, and which is recognized in the vast majority of states today' as set forth in the Re-
statement (Second) of Torts. The privacy torts may be described as:

e intrusion upon seclusion;'

e appropriation of name or likeness;'

8 122 Ga. 190 (Ga. 1905).

9 See Benjamin E. Bratman, Brandeis and Warren’s “The Right to Privacy and the Birth of the Right to Privacy,” 69 TENN. L.
REV. 623 (2002).

10 Pavesich, 122 Ga. at 197.
1 Id. at 201-202.
2

13 After becoming a Supreme Court Justice, Brandeis relied on the “right to be let alone—the most comprehensive of
rights and the right most valued by civilized man” in arguing that the Fourth Amendment’s protection against illegal
searches and seizures and the Fifth Amendment’s guarantee against self-incrimination implied a right to privacy, in
his dissenting opinion in Olmstead v. U.S., 277 U.S. 438, 478 (1928), a government wiretapping case.

14 See Lake v. Wal-Mart Stores, Inc., 582 N.W.2d 231, 235 (Minn. 1998) (“Today, we join the majority of jurisdictions
and recognize the tort of invasion of privacy.”).

15 “One who intentionally intrudes, physically or otherwise, upon the solitude or seclusion of another or his private
affairs or concerns, is subject to liability to the other for invasion of his privacy, if the intrusion would be highly of-
fensive to a reasonable person.” RESTATEMENT (SECOND) OF TORTS § 652B (AM. LAW INST. 1977).

16 “One who appropriates to his own use or benefit the name or likeness of another is subject to liability to the other
for invasions of his privacy.” Id. § 652C.
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e public disclosure of private facts;'” and

e false light or “publicity.”’*

Intrusion upon seclusion is the tort claim most often associated with common law privacy liability in
the context of data privacy. A privacy violation based on the common law tort of intrusion requires
(1) that the defendant intentionally intrude into a place, conversation, or matter as to which the
plaintiff has a reasonable expectation of privacy; and (2) the intrusion must occur in a manner highly
offensive to a reasonable person.'” As to the first element of the common law tort, the defendant
must have “penetrated some zone of physical or sensory privacy . . . or obtained unwanted access to
data” by electronic or other covert means, in violation of the law or social norms.? In either case,
the expectation of privacy must be objectively reasonable.” The second element involves a “policy”
determination as to whether the intrusion is highly offensive under the circumstances.” “Highly of-
fensive” conduct is not, however, amenable to a precise definition and must be determined on a
case-by-case basis.

B. Fair Information Practice Principles and Similar Privacy-Protecting
Frameworks

The concept of a framework of privacy principles to protect personal information began to be for-
malized within the United States government in the early 1970s, as an initiative by the U.S. Depart-
ment of Health Education and Welfare (now the U.S. Department of Health and Human Services
(HHS)) that culminated in the privacy protections built into the Privacy Act of 1974 (5 U.S.C.

§ 552a). Similar efforts to develop privacy-protecting frameworks were underway outside the United
States during that same time frame, including the OECD Guidelines on the Protection of Privacy and Trans-
border Flows of Personal Data (1980).%

“One who gives publicity to a matter concerning the private life of another is subject to liability to the other for in-
vasion of his privacy, if the matter publicized is of a kind that (a) would be highly offensive to a reasonable person,
and (b) is not of legitimate concern to the public.” Id. § 652D.

18 “One who gives publicity to a matter concerning another that places the other before the public in a false light is
subject to liability to the other for invasion of his privacy, if (a) the false light in which the other was placed would be
highly offensive to a reasonable person, and (b) the actor had knowledge of or acted in reckless disregard as to the
falsity of the publicized matter and the false light in which the other would be placed.” Id. § 652E.

19 Hernandez v. Hillside, 47 Cal. 4th 272, 286, 211 P.3d 1063, 1072 (Cal. 2009), citing Shulman v. Group W Produc-
tions, Inc., 18 Cal. 4th 200, 231 (Cal. 1998) (approving and following RESTATEMENT (SECOND) OF TORTS, § 652B).

20 47 Cal. 4th at 286; Shulman, 18 Cal. 4th at 232,
a1
2 1

23 See OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, ORGANISATION FOR ECONOMIC
CO-OPERATION AND DEVELOPMENT (1980), available at www.oecd.org/sti/ieconomy/oecdguidelinesontheprotec-
tionofprivacyandtransborderflowsofpersonaldata.htm. The OECD Privacy Guidelines were updated for the first
time in 2013. See 2013 OECD Privacy Guidelines, ORGANISATION FOR ECONOMIC CO-OPERATION AND
DEVELOPMENT (2013), available at http:/ /www.oecd.otg/internet/ieconomy/ privacy-guidelines.htm.


http://www.oecd.org/sti/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm
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Different names have been used for privacy-protecting frameworks in the United States, including
the “Code of Fair Information Practice,”?* “Fair Information Practices,”? “Fair Information Prac-
tice Principles (FIPPs),”? and “Generally Accepted Privacy Principles.”?” Although comparing and
harmonizing frameworks and privacy-protection principles is beyond the scope of this Primer,* the
importance of these frameworks and the accompanying principles is that all share the common goal
of articulating key privacy protection principles that, when adopted and implemented, assist organi-
zations, whether public sector or private, large or small, to manage the privacy risks associated with
collecting, retaining, using, and disclosing personal information.

By way of example, the White House, in announcing its strategy for trusted identities in cyberspace,
provided the following articulation of the FIPPs in 2011:

e Transparency: Organizations should be transparent and notify individuals regard-
ing collection, use, dissemination, and maintenance of personally identifiable in-
formation (PII).

e Individual Participation/Access: Organizations should involve the individual in
the process of using PII and, to the extent practicable, seek individual consent
for the collection, use, dissemination, and maintenance of PII. Organizations
should also provide mechanisms for appropriate access, correction, and redress
regarding use of PII.

2 See Sec’y’s Advisory Comm. on Automated Personal Data Sys., Records, Computers and the Rights of Citizens, OFFICE OF THE
ASSISTANT SECRETARY FOR PLANNING AND EVALUATION, U.S. DEPT. OF HEALTH AND HUMAN SERVICES (1973),
available at https:/ /aspe.hhs.gov/report/records-computers-and-rights-citizens.

% For a thorough history of the evolution, application, and operative principles of Fair Information Practices and re-
lated frameworks, see ROBERT GELLMAN, FATR INFORMATION PRACTICES: A BASIC HISTORY (2010), available at
www.bobgellman.com/rg-docs/tg-FIPShistory.pdf.

26 See, eg., U.S. DEP'T OF HOMELAND SEC., PRIVACY POLICY GUIDANCE MEMORANDUM 2008-01, THE FAIR
INFORMATION PRACTICE PRINCIPLES: FRAMEWORK FOR PRIVACY POLICY AT THE DEPARTMENT OF HOMELAND
SECURITY (Dec. 29, 2008), available at https:/ /www.dhs.gov/xlibrary/assets/privacy/ptivacy_policyguide_2008-
01.pdf.

27 See Am. Inst. of Certified Pub. Accountants, Inc. & Canadian Inst. of Chartered Accountants, Generally Accepted Pri-
vacy Principles, AMERICAN INSTITUTE OF CPAS (2009), available at http:/ /www.aicpa.otg/interestareas/information-
technology/resources/ privacy/generallyacceptedptivacyprinciples/Pages/default.aspx.

28 The American Law Institute is currently working on Principles of the Law, Data Privacy (formetly known as
RESTATEMENT OF THE LAW, THIRD, INFORMATION PRIVACY PRINCIPLES). As explained in the Reporters” Memo-
randum regarding this project: “Information privacy law in the United States is currently a bewildering assortment of
many types of law that differ from state to state and in federal statutes and regulations . . . . Information privacy law
is, therefore, an area of law that requires the type of guidance that the ALI can bring.” Paul M. Schwartz & Daniel J.
Solove, Reporters’ Memorandum: Restatement Third of Information Privacy Principles, 2013 Preliminary Draft No. 1 ix (2013),
avatlable at http:/ / scholarship law.betkeley.edu/facpubs/2238.


https://aspe.hhs.gov/report/records-computers-and-rights-citizens
http://www.bobgellman.com/rg-docs/rg-FIPShistory.pdf
https://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf
https://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2008-01.pdf
http://www.aicpa.org/interestareas/informationtechnology/resources/privacy/generallyacceptedprivacyprinciples/Pages/default.aspx
http://www.aicpa.org/interestareas/informationtechnology/resources/privacy/generallyacceptedprivacyprinciples/Pages/default.aspx
http://scholarship.law.berkeley.edu/facpubs/2238
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e Purpose Specification: Organizations should specifically articulate the authority
that permits the collection of PII and specifically articulate the purpose(s) for
which the PII is intended to be used.

e Data Minimization: Organizations should only collect PII that is directly relevant
and necessary to accomplish the specified purpose(s) and only retain PII for as
long as is necessary to fulfill the specified purpose(s).

e Use Limitation: Organizations should use PII solely for the purpose(s) specified
in the notice. Sharing PII should be for a purpose compatible with the purposes
for which the PII was collected.

e Data Quality and Integrity: Organizations should, to the extent practicable, en-
sure that PII is accurate, relevant, timely, and complete.

e Security: Organizations should protect PII (in all media) through appropriate se-
curity safeguards against risks such as loss, unauthorized access or use, destruc-
tion, modification, or unintended or inappropriate disclosure.

e Accountability and Auditing: Organizations should be accountable for complying
with these principles, providing training to all employees and contractors who
use PII, and auditing the actual use of PII to demonstrate compliance with these
principles and all applicable privacy protection requirements.

Over time, these frameworks and their privacy-protecting principles, however articulated, have been
incorporated into day-to-day business operations of a significant number of public- and private-sec-
tor entities, and they are reflected in much of the federal and state privacy law, enforcement, and
guidance discussed in this Primer.

C. Personal Information

One key step in managing privacy risks is to determine what constitutes “personal information” that
requires protection. Unfortunately, there is no universal “one size fits all” definition of “personal in-
formation” under laws in the U.S. or a single applicable legal rule that applies in all circumstances.
Instead, as will be discussed below, this definition depends upon the particular law that applies, the
context in which it is used, and each organization’s privacy policies and procedures.

29 See THE WHITE HOUSE, NATIONAL STRATEGY FOR TRUSTED IDENTITIES IN CYBERSPACE: ENHANCING ONLINE
CHOICE, EFFICIENCY, SECURITY, AND PRIVACY (April 2011), Appendix A, available at
https:/ /www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy_041511.pdf. The White House also
articulated the Fair Information Practice Principles (FIPPs) in its Consumer Privacy Bill of Rights in 2012, along
with a comparison between the Consumer Privacy Bill of Rights to other statements of the FIPPs. See THE WHITE
HOUSE, CONSUMER DATA PRIVACY IN A NETWORKED WORLD: A FRAMEWORK FOR PROTECTING PRIVACY AND
PROMOTING INNOVATION IN THE GLOBAL DIGITAL ECONOMY (2012), Appendices A and B, available at
https:/ /www.whitehouse.gov/sites/default/ files/ privacy-final. pdf.
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As a general rule, the level of legal protections afforded under the law to the information varies
based upon the sensitivity of the information and the risk that unauthorized access to it could cause
injury to an individual. Thus, certain U.S. laws define “personal information” to include social secu-
rity numbers and other government-issued identification numbers, financial account information,
medical information, health insurance information, and identifiable information collected from chil-
dren.

Although U.S. privacy laws typically apply only to individually identifiable personal information,
adopting privacy practices solely based upon this narrow definition may be insufficient from the per
spective of consumers, for instance where such information is used for data analytics purposes.*
Moreover, the definition of “personal information” under the laws of other countries, in particular
those in the EU, is significantly broader than that under applicable U.S. laws.?!

Further, in some circumstances, personal information that was thought to have been sufficiently de-
identified or anonymized has been re-identified.’* Opinions vary on the extent to which such re-
identification is feasible and cost-effective from a practical perspective, and thus a risk that must be
mitigated, but this risk should be considered when using or disclosing such information.*

s a result of these considerations, many organizations now take a broader view of what constitutes
A It of th derations, y org ti take a broad f what titut
personal information, including taking into account the potentially identifying effect of combining

3 For example, in 2012, a predictive analytics program used by Target to analyze purchase patterns, identify behaviors,
and provide focused advertising to individuals generated media controversy and consumer backlash when consumers
discovered that Target sent pregnancy-related advertising materials to the home of a high-school student whose fam-
ily was unaware of her pregnancy. See Charles Duhigg, How Companies Learn Your Secrefs, N.Y. TIMES (Feb. 16, 2012),
available at www.nytimes.com/2012/02/19/magazine/shopping-habits.html; se¢ also Omer Tene & Jules Polonetsky,
A Theory of Creepy: Technology, Privacy, and Shifting Social Norms, 16 YALE J.L. & TECH. 59 (2014), available at http:// digi-
talcommons.law.yale.edu/yjolt/vol16/iss1/2.

31 For example, the EU Data Protection Directive (94/46/EC) defines “petsonal data” as “any information relating to
an identified or identifiable natural person,” which includes a broad set of information (e.g., date of birth, address,
phone number), as well as identifiable images. See Opinion of the Article 29 Data Protection Working Party on the “Concept of
Personal Data,” Opinion 4/2007 (June 2007), available at http:/ / ec.europa.eu/justice/policies/ pri-
vacy/docs/wpdocs/2007/wp136_en.pdf.

32 For example, Netflix provided purportedly de-identified datasets of subscriber viewing information to participants in
a $1 million contest to improve its algorithm for recommending movies based on movies previously viewed and en-
joyed. By combining information from other sources with the datasets, researchers were able to re-identify a number
of Netflix subscribers, and, after FTC intervention, Netflix decided not to proceed with a planned second contest.
See FTC Closing Letter to Netflix (Mat. 12, 2010), available at www.ftc.gov/sites/default/files/documents/ clos-
ing letters/netflix-inc./100312netflixletter.pdf; see also Larry Hardesty, Privacy Challenges, MIT NEWS (Jan. 29, 2015),
available at http:/ /news.mit.edu/2015/identify-from-credit-card-metadata-0129.

3 Compare, e.g., Paul Ohm, Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization, 57 UCLA L. REV.
1701 (2010), available at http:/ /www.uclalawreview.org/pdf/57-6-3.pdf, with NAT’L INST. OF STANDARDS AND
TECH., U.S. DEP’T OF COMMERCE, DE-IDENTIFICATION OF PERSONAL INFORMATION, NISTIR 8053 (2015), availa-
ble at http:/ /dx.doi.org/10.6028 /NIST.IR.8053. For example, HIPAA provides both a Safe Harbor method and an
Expert Determination method for sufficiently de-identifying protected health information to permit its use and dis-
closure.


http://www.nytimes.com/2012/02/19/magazine/shopping-habits.html
http://digitalcommons.law.yale.edu/yjolt/vol16/iss1/2
http://digitalcommons.law.yale.edu/yjolt/vol16/iss1/2
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp136_en.pdf
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp136_en.pdf
http://www.ftc.gov/sites/default/files/documents/closing_letters/netflix-inc./100312netflixletter.pdf
http://www.ftc.gov/sites/default/files/documents/closing_letters/netflix-inc./100312netflixletter.pdf
http://news.mit.edu/2015/identify-from-credit-card-metadata-0129
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information from several sources. For example, PII under federal government requirements for fed-
eral agencies is defined broadly to include “information that can be used to distinguish or trace an
individual’s identity, either alone or when combined with other personal or identifying information
that is linked or linkable to a specific individual.”** This approach requires a case-by-case assessment
of the specific risk of identifying an individual to determine whether the information constitutes PII,
recognizing that non-PII can become PII when combined with other available information.” Organ-
izations should consider all of the above when developing policies and practices regarding privacy,
data security, and the collection, use, and disclosure of personal information.

D. Industry Standards

Industry standards have been cited at both the state®® and federal®” levels when determining the rea-
sonableness of an organization’s data security practices and potential liability. For example, the U.S.
Federal Trade Commission (FTC) has brought a series of high-profile enforcement actions based
upon the failure to implement policies and controls consistent with industry standards.* Industry
standards typically provide guidance on privacy and data security best practices regarding policies,
data use and retention, and information security, including encryption.

3 OFFICE OF MGMT. & BUDGET, EXEC. OFFICE OF THE PRESIDENT, MEMORANDUM M-10-23, GUIDANCE FOR
AGENCY USE OF THIRD-PARTY WEBSITES AND APPLICATIONS (2010), at Appendix, available at
www.whitehouse.gov/sites/default/ files/omb/assets/memoranda_2010/m10-23.pdf.

35 1d.; see also OFFICE OF MGMT. & BUDGET, EXEC. OFFICE OF THE PRESIDENT, MEMORANDUM M-07-16,
SAFEGUARDING AGAINST AND RESPONDING TO THE BREACH OF PERSONALLY IDENTIFIABLE INFORMATION
(2007), at 1 n.1, available at www.whitehouse.gov/sites/default/ files/omb/memoranda/fy2007/m07-16.pdf.

36 See, e.g., Standards for the Protection of Personal Information of Residents of the Commonwealth, 201 MASS. CODE
REGS. 17.00 (2010) at 17.01(1), available at http:/ /www.mass.gov/ocabt/docs/idtheft/201cmr1700teg. pdf.

37 The FTC has “urge[d] industry to accelerate the pace of its self-regulatory measures” and development of “sectot-
specific codes of conduct.” FED. TRADE COMM’N, PROTECTING CONSUMER PRIVACY IN AN ERA OF RAPID
CHANGE: RECOMMENDATIONS FOR BUSINESSES AND POLICYMAKERS (2012), at v—vi, available at
https:/ /www.ftc.gov/news-events/ press-releases/2012/03 / ftc-issues-final-commission-report-protecting-con-
sumer-privacy.

38 See PATRICIA BATLIN, INTERNATIONAL ASSOCIATION OF PRIVACY PROFESSIONALS, STUDY: WHAT FTC
ENFORCEMENT ACTIONS TEACH US ABOUT THE FEATURES OF REASONABLE PRIVACY AND DATA SECURITY
PRACTICES (2014), available at https:/ /ptivacyassociation.org/media/pdf/resource_center/FTC-WhitePaper_V4.pdf.
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The applicability of industry standards is based on the size,* particular business practices,” or spe-
cific industry*! of the subject organization. Although not always legally required, compliance with
industry standards is becoming increasingly important to mitigate privacy and security risks.*

E. Contract-Based Privacy Rights

In the United States, privacy-related rights of individuals have not generally been seen as enforceable
(or waivable) through the application of contract law principles. Accordingly, the trend thus far has
not been to determine or limit individual privacy rights based on contract law or the terms of ex-
press or implied agreements, such as privacy policies, website terms of use, or end user license agree-
ments.* However, companies do impose contractual privacy and data security requirements on set-
vice providers with which they do business to ensure that personal information is handled in
compliance with applicable laws and best practices.*

3 See, eg., Data Privacy for Small Businesses, BETTER BUS. BUREAU, available at http:/ /www.bbb.org/council/ for-busi-
nesses/ toolkits/data-privacy-for-small-businesses (last visited Jan. 1, 2017).

40 5‘6’6’, eg., PCI SEC. STANDARDS COUNCIL, DATA SECURITY STANDARD: REQUIREI\/IENTS AND SECURITY ASSESSMENT
PROCEDURES (2010), available at https:/ /www.pcisecutitystandards.org/documents/pci_dss_v2.pdf.

4 See, g, THE INT’L SOC’Y OF AUTOMATION AM. NAT’L STANDARD, ANSI/ISA—99.00.01—2007, SECURITY FOR
INDUSTRIAL AUTOMATION AND CONTROL SYSTEMS (2007), available at http:/ /isa99.isa.org/Public/Docu-
ments/ISA-62443-1-1-EX.pdf.

42 See Jedidiah Bracy, Wil Industry Self-Regulation Be Privacy’s Way Forward?, THE PRIVACY ADVISOR (June 2014),
https:/ /iapp.org/news/a/will-industry-self-regulation-be-privacys-way-forward.

43 See, eg, Daniel J. Solove & Woodrow Hartzog, The FTC and the New Common Law of Privacy, 114 COLUM. L. REV. 583,
588-89, 595-97 and cases and materials cited therein (2014), available at http:/ / columbialawreview.org/ content/ the-
ftc-and-the-new-common-law-of-ptivacy/.

4 For example, as discussed below, HIPAA covered entities must enter into business associate agreements with their
business associates.


http://www.bbb.org/council/for-businesses/toolkits/data-privacy-for-small-businesses/
http://www.bbb.org/council/for-businesses/toolkits/data-privacy-for-small-businesses/
https://www.pcisecuritystandards.org/documents/pci_dss_v2.pdf
http://isa99.isa.org/Public/Documents/ISA-62443-1-1-EX.pdf
http://isa99.isa.org/Public/Documents/ISA-62443-1-1-EX.pdf
https://iapp.org/news/a/will-industry-self-regulation-be-privacys-way-forward
http://columbialawreview.org/content/the-ftc-and-the-new-common-law-of-privacy/
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SIDE BAR - BACKGROUND AND OVERVIEW

Privacy laws and industry standards have evolved over the past century. Today, a
complex framework exists, which has evolved based upon common law, statutes, and the Fair
Information Practice Principles (FIPPs).

Invasion of privacy tort claims are recognized under the vast majority of state laws.
There are several theories of liability upon which such claims may be based (which vary by
state), including: (1) an “intrusion upon seclusion” where an individual has a reasonable
expectation of privacy; (2) an appropriation of one’s name or likeness; (3) a public disclosure of
private facts; or (4) false light or “publicity.”

The FIPPs and related guidelines, which developed in the 1970s and were relied
upon as the basis for several U.S. privacy laws, including the Privacy Act of 1974. The
FIPPS incorporate a number of key privacy principles, including: access/individual
participation, purpose specification, data minimization, use limitation, data quality/integration,
security, and accountability/auditing.

Individual privacy rights and organizations’ use of personal information today are
governed by not only a complex patchwork of state and federal laws, but also industry
standards and contractual requirements. Regulators often rely upon industry standards to
determine whether an organization maintains reasonable privacy and information security
practices.
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III. FEDERAL AND STATE GOVERNMENTS

The federal government has a number of statutory, regulatory, and other obligations (including Ex-
ecutive Orders, Office of Management and Budget (OMB) Memoranda, and National Institute of
Standards and Technology (NIST) guidance) that impact its collection, handling, use, disclosure, and
disposal of personal information.* This section of the Primer addresses key privacy obligations that
govern federal agency collection, retention, use, and disclosure of personal information.

A. Federal Government
1. Privacy Act of 1974 (5 U.S.C. § 552a)

Against the backdrop of government surveillance of civil rights activities, the Watergate break-in,
and increasing concern about the federal government’s ability to compile information about individ-
uals, the Privacy Act of 1974 (5 U.S.C. § 552a) (“Privacy Act”)—which incorporated elements of the
FIPPs—was enacted to establish requirements for federal agencies’ collection, use, sharing, and dis-
closure of personal information. The Privacy Act generally applies to “any item, collection, or group-
ing of information about an individual” (i.e., the “record”) that is compiled into a system operated
by or on behalf of a federal agency (i.e., the “system of records”), but only if the agency actually uses
the individual’s name or other personal identifier to access and retrieve personal information from
the system.*

Under the Privacy Act, federal agencies must identify each of their Privacy Act system of records by
publishing a System of Records Notice (SORN) in the Federal Register, and by regularly reviewing
and updating agency SORNSs as needed. In addition, agencies that collect information directly from
individuals must provide them with a Privacy Act statement that identifies the legal authority for col-
lecting the information, the purpose for collecting it, the uses of the information, whether provision
of the information is voluntary or mandatory, and what, if any, consequences will result from not
providing the information.

As a general rule, federal agencies cannot disclose personal information from a Privacy Act system
of records unless the agency has written consent from the individual or the disclosure falls within
one of twelve statutory exceptions*”:

4 As noted above, “personally identifiable information” (PII) under federal government requitements for federal agen-

cies is defined broadly to include “information that can be used to distinguish or trace an individual’s identity, either
alone or when combined with other personal or identifying information that is linked or linkable to a specific indi-
vidual.” OFFICE OF MGMT. & BUDGET, EXEC. OFFICE OF THE PRESIDENT, MEMORANDUM M-10-23, GUIDANCE
FOR AGENCY USE OF THIRD-PARTY WEBSITES AND APPLICATIONS (2010), at Appendix, available at
www.whitehouse.gov/sites/default/ files/omb/assets/memoranda_2010/m10-23.pdf.

46 See 5 U.S.C. § 552a(a). The Department of Justice oversees federal agency implementation, interpretation, and com-
pliance with the Privacy Act. Its Office of Privacy and Civil Liberties maintains a website that contains resources and
guidance and provides a “comprehensive treatise of existing Privacy Act case law.” See U.S. DEP’T OF JUSTICE,
OVERVIEW OF THE PRIVACY ACT OF 1974 (2015 ed.), available at https:/ /www.justice.gov/opcl/ ptivacy-act-1974.

7 5US.C. § 552a(b).
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1) “need to know” use by the agency that maintains the record;

2) required disclosure under the Freedom of Information Act (FOIA);*

3) “routine uses,” i.e., uses that are consistent with the purpose for which the
agency collected the information and that the agency has identified by publishing
in the Federal Register;

4) use by the Bureau of the Census;

5) use for statistical research;

6) transfer to the National Archives and Records Administration;

7) use for civil or criminal law enforcement;

8) compelling health or safety circumstances;

9) official use by Congress;

10) official use by the Government Accountability Office;

11) required disclosure by court order; or

12) reporting bad-debt information to a consumer reporting agency after due pro-
cess.”

The Privacy Act gives individuals, with limited exceptions, the right to request an “accounting” that
identifies the name, address, date, nature, and purpose of each disclosure of that person’s record to
any person or any agency.” Individuals also generally have the right to access, review, and request
correction of records containing information about them, to have those corrections provided to
other individuals and entities who have received copies of the information, and to request agency
review of any decision not to amend.”!

Individuals have the right to bring a civil action in federal district court if a federal agency fails to
comply with its Privacy Act obligations, and may be entitled to relief that includes actual damages
and recovery of reasonable attorney’s fees and litigation costs. No private right of action exists
against federal employees who violate the Privacy Act, but federal employees who willfully violate
the Privacy Act are subject to criminal prosecution for a misdemeanor, as are individuals who obtain

4 FOIA is discussed further below.
¥ 5U.S.C. § 552a(b).

50 Id. at § 552a(c).

51 Id. at § 552a(d).
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records from federal agencies under false pretenses. For purposes of the Privacy Act, federal con-
tractors who operate a system of records by or on behalf of a federal agency are deemed to be fed-
eral employees.>

It should be noted that the Privacy Act requires federal and state entities that collect social security
numbers (SSNs) directly from individuals to provide them, before collection, with a Privacy Act
statement-like disclosure that explains whether their provision of the SSN is mandatory or voluntary,
cites the statutory authority for the request, and describes the use of the SSN; and federal and state
entities cannot deny benefits solely based on an individual’s refusal to provide a SSN.** In addition,
the Privacy Act limits the circumstances under which federal agencies can engage in “computer
matching,” in which an agency compares personal information from its systems of records with that
from another agency and compiles shared information about individuals.

The Privacy Act has a number of significant carve-outs that limit its applicability. First, it applies
only to U.S. citizens and lawfully admitted aliens, although the Judicial Redress Act granting EU citi-
zens the right to legal redress for privacy violations against certain U.S. agencies in U.S. courts was
recently passed.”® Second, there are statutory exceptions that, for example, do the following: prevent
individuals from accessing information relating to civil and criminal investigations, law enforcement
activities, and national security matters; permit agencies engaged in criminal enforcement or intelli-
gence activities to publicly designate systems of record as exempt from the Privacy Act; and prevent
the release of information relating to specified government personnel, promotion, and security activ-
ities.>

2. E-Government Act of 2002 (Public Law 107-347)

The E-Government Act of 2002 (“E-Gov Act”), applicable to federal government agencies, was en-
acted to “enhance the management and promotion of electronic Government services and pro-
cesses” by, among other things, “establishing a broad framework of measures that require using In-
ternet-based information technology to enhance citizen access to Government information and
services.” This push toward a more modern electronic and digital federal government was accompa-
nied by formal privacy and data security requirements to protect the data, websites, and information
systems used by federal government agencies. Although this Primer focuses on the key privacy-re-

52 d. at § 552a(m).
5 Id. at § 552a note.

5 Id. at § 552a(a); European Commission Statement by Commissioner Véra Jourova on the signature of the Judicial

Redress Act by President Obama (Feb. 24, 2016), http://europa.cu/rapid/press-release_ STATEMENT-16-
401_en.htm.

% Id at § 552a(d)G), (), (-
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lated requirements of the E-Gov Act, Title I1I of the E-Gov Act also created government-wide in-
formation security requirements, the Federal Information Security Management Act of 2002

(FISMA).5

The OMB provides much of the guidance and interpretation relied on by federal agencies in imple-
menting and complying with the E-Gov Act. OMB maintains a website,

https:/ /www.whitehouse.gov/omb/e-gov, with information about E-Gov Act initiatives, as well as
links to relevant memoranda, reports, and other materials.

The privacy protections in Title II of the E-Gov Act’” are intended to “ensur|e] sufficient protec-
tions for the privacy of personal information as agencies implement citizen-centered electronic Gov-
ernment.” The following three key privacy requirements imposed on most federal agencies by the E-
Gov Act directly impact the public: conduct a “Privacy Impact Assessment” (PIA); post a privacy
policy on federal agency web sites; and protect and limit the use of personal information that federal
agencies collect for statistical purposes.

e DPIA: Federal agencies must conduct a Privacy Impact Assessment before devel-
oping or procuring an I'T system or initiating a project that collects, maintains, or
disseminates information in an identifiable form from or about members of the
public. With certain limited exceptions, completed PIAs must be posted on the
agency’s public-facing website. Each PIA must address what information is to be
collected and why, the intended use of the information (including routine agency
uses that may be common to multiple PIAs), who the information will be shared
with, what notice or opportunities individuals have to decline to provide infor-
mation, how the information will be secured (including risk mitigation), and
whether the collection of information will create a system of records for pur-
poses of the Privacy Act. In addition, agencies must regularly review and update
their PIAs as needed to reflect changes in agency practices that impact privacy-
related risks.*

e Privacy Policy: Federal agency websites must post a privacy policy that, con-
sistent with the Privacy Act, describes what information is being collected (in-
cluding automatic collection) and why, how the information will be used and
who it will be shared with, what notice and opportunity for consent individuals
have with regard to collection and sharing of the information, how the infor-
mation will be secured, and what rights the individuals have under the Privacy

5 See 44 U.S.C. § 3541-3549. FISMA interpretation and compliance relies heavily on OMB guidance and NIST publi-
cations regarding information security-related practices. FISMA 2002 was amended by the Federal Information Se-
curity Modernization Act of 2014 to reflect current thinking about information security, compliance, reporting, and
oversight.

57 Title IT of the E-Gov Act is reproduced at 44 U.S.C. § 3501 note.

% Other federal laws impact the content of federal agency PIAs, including the Federal Records Act, which imposes
obligations to address retention, disposal, and labeling of information.
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Act “and other laws relevant to the protection of the privacy of an individual.”
The privacy policy must be clearly labeled, written in plain language, and easy to
access in terms of location, machine readability, and accessibility to persons with
disabilities. Like PIAs, privacy policies must be reviewed and updated as needed
to reflect changes in practices.

e Confidential Collection of Statistical Information: Title V of the E-Gov Act, en-
acted as the Confidential Information Protection and Statistical Efficiency Act of
2002 (CIPSEA),* protects individuals and organizations who provide infor-
mation to federal agencies for statistical purposes under a pledge of confidential-
ity by making sure that agencies secure the information, do not disclose it in
identifiable form, and do not use it for non-statistical purposes. CIPSEA poten-
tially applies, for example, to online and offline surveys conducted by federal
agencies and their contractors if they are represented as being confidential and
for statistical purposes. Disclosure of individually identifiable information cov-
ered by CIPSEA is a felony.

3. Freedom of Information Act (5 U.S.C. § 552)

The Freedom of Information Act (FOIA) generally requires federal agencies to “make available for
public inspection and copying” certain categories of routine agency documents, as well as materials
previously released under the FOIA that the agency believes are likely to be subject to multiple re-
quests.® In addition, agencies, with certain limitations, must “make records promptly available” to
any person who submits a “request for records which reasonably describes such records.”®! Federal
agencies can only withhold records or portions of records that fit within one of the nine exemptions
at 5 U.S.C. §§ 552(b)(1)—(9). The Department of Justice’s (DOJ) Office of Information Policy over-
sees federal agency compliance with the FOIA and maintains a website that contains current FOIA
interpretation and guidance including the comprehensive Department of Justice Guide to the Freedom of
Information Act (“DOJ Guide”).%

Although much of the FOIA implicates issues that are beyond the scope of this Primer, two FOIA
exemptions specifically protect privacy interests. Exemption 6 protects “personnel and medical files
and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal

% Reproduced at 44 U.S.C. § 3501 note; see also Implementation Guidance for Title V of the E-Government Act, Con-
fidential Information Protection and Statistical Efficiency Act of 2002 (CIPSEA), 72 Fed. Reg. 33,362 (June 15,
2007).

0 5US.C.§552(a)(2).
61 I at § 552(2)(3)(A).

62 See OFFICE OF INFO. POLICY, U.S. DEP’T OF JUSTICE, OTP GUIDANCE (2010), available atwww justice.gov/oip/oip-
guidance.
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privacy.”® Exemption 7(C) protects “records or information compiled for law enforcement pur-
poses, but only to the extent that the production of such law enforcement records or information
(C) could reasonably be expected to constitute an unwarranted invasion of personal privacy.”®* As
stated in the DOJ Guide, “under both personal privacy exemptions of the FOIA, the concept of pri-
vacy not only encompasses that which is inherently private, but also includes an ‘individual’s control
of information concerning his or her person.””®

Under Exemption 6, interest balancing is required, but “[sJubstantial privacy interests cognizable un-
der the FOIA are generally found to exist in such personally identifying information as a person’s
name, address, image, computer user ID, phone number, date of birth, criminal history, medical his-
tory, and social security number.” In contrast, the DOJ Guide asserts that:

Exemption 7(C) can be applied on a categorical basis. In DOJ v. Reporters Committee for
Freedom of the Press, the Supreme Court found that a third party’s request for law en-
forcement records pertaining to a private citizen categorically invades that citizen’s
privacy, and that where a request seeks no official information about a government
agency, the privacy invasion is unwarranted. Indeed, the Court of Appeals for the
District of Columbia Circuit held in SafeCard Services . SEC that, based upon the tra-
ditional recognition of the strong privacy interests inherent in law enforcement rec-
ords, and the logical ramifications of Reporters Committee, the categorical withholding
of information that identifies third parties in law enforcement records will ordinarily
be appropriate under Exemption 7(C).%

As a result, notwithstanding that the FOIA is intended to promote openness and transparency and
provide ready access to information collected and created by federal agencies, the protections for
personal information are relatively strong and well established.

4. The Fourth Amendment

The Fourth Amendment to the U.S. Constitution protects citizens from unreasonable/warrantless
searches or seizures by government actors. Evolving technologies make the collection and interpre-
tation of data more readily accessible to federal agencies and law enforcement, placing those parties
in the position of justifying their data collection practices over the potential loss of privacy rights of
individuals. What constitutes an unreasonable search/seizure of personal information was at the

6 5US.C. §552(b)(6).

64 DOJ Guide, Exemption (7)(C), available at www .justice.gov/sites/default/ files/oip/legacy/2014/07/23/exemp-
tion7c.pdf.

0% DOJ Guide, Exemption 6 at 1 (citing DOJ v. Reporters Comm. for Freedom of the Press, 489 U.S. 749, 763 (1989)),
available at www.justice.gov/sites/default/files/oip/legacy/2014/07 /23 / exemption6.pdf.

0 Id. at 10.

67 DOJ Guide, Exemption 7(C) at 1-2 (citations omitted), available at www justice.gov/sites/default/files/oip/leg-
acy/2014/07/23/exemption7c.pdf.
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heart of the recent debate concerning the National Security Agency’s (NSA) telephone metadata
bulk collection practices, ultimately leading to the shut-down of that aspect of the agency’s pro-
gram.

While traditionally the Fourth Amendment has been most frequently leveraged as a right to suppress
evidence in criminal prosecutions, it can also apply in purely civil cases. The use of unreasonably
seized information in violation of the Fourth Amendment’s privacy protections and causing an in-
jury to a party may give rise to a civil rights claim under 42 U.S.C. § 1983. Further, if a non-govern-
ment party is acting under color of law with the government, that private party may be subject to the
§ 1983 claim as well.”

These same Fourth Amendment limitations could apply to any other data gathering by the govern-
ment that is deemed a “search,” and what constitutes a reasonable search is an unresolved issue that
has evolved over time consistent with technological changes. This has most recently been brought to
light when The Federal Bureau of Investigations (FBI) issued a search warrant to Apple compelling
the company to assist the FBI in by-passing the encryption technology built into an iPhone device
that formerly belonged to terror suspect, Syed Rizwan Farook, who was involved in a mass-shooting
in San Bernardino, California. Among the constitutional issues raised by Apple in response to the
warrant was the suggestion that while the FBI’s search warrant may be technically valid, the method
of execution requested to enforce the warrant would be unreasonable under the Fourth Amend-
ment.”” The FBI later unlocked the phone using a third party tool and the DOJ withdrew the case,
but the controversy regarding the balance between individual privacy rights and the government’s
need to conduct law enforcement investigations and ensure national security persists.”"

8 Pete Williams, Massive NSA Phone Data Collection to Cease, NBCNEWS.COM (Nov. 27, 2015), available at
http:/ /www.nbcnews.com/news/us-news/massive-nsa-phone-data-collection-cease-n470521; see also Chatlie Savage,
Judge Deals a Blow to N.S.A. Data Collection Program, N.Y. TIMES (Nov. 9, 2015), available at http:/ /www.ny-
times.com/2015/11/10/us/politics/judge-deals-a-blow-to-nsa-phone-surveillance-program.html).

0 (Cf Soldal v. Cook County, 506 